Chapter 3 Installing the Server

In this chapter, you will:

¢ Understand the installation process

¢ Download and Install Windows Server 2012 (acquire

License Key) and Ubuntu 14 on Virtual Machines
¢ Understand Windows Server 2012 Server Manager,
basic navigation & commands

4 Understand Ubuntu v14 basic navigation & commands

4 Examine basic Linux commands

4 Configure TCP/IP and set the Server Computernames

UNDERSTANDING THE INSTALLATION PROCESS

During the installation process, the Setup program will ask about your system and its configuration. You
should know the answers to these questions before you start the installation. Because many of these
guestions are common to all operating systems, understanding these similarities will help you to install
any operating system.

Partitioning the Hard Disk

You need to understand how you will partition the hard disk. A partition is a logical division of the hard
disk. When you install operating systems, you typically create a number of partitions. Although the
concept of partitioning is the same across all operating systems, Windows and Linux use partitions in
different ways.

Windows Partitioning

On a Windows computer, you can create a primary partition, which is a drive or part of a drive where
the system starts its boot process, and an extended partition, where more drives can be added as needed.
Usually, the operating system boots from the C: drive. When configuring a server, you should isolate the
system software from other software and data files on this drive by keeping the files in separate partitions;
doing so improves security and system performance.

If hackers access a partition through your Web site, they can likely access data, which is stored on the
Web partition that doesn’t contain the operating system. They may find it difficult to move from that
drive to the one with the operating system, where they could cause more damage. If you install system,
software, and data files on the same drive and then hackers or users store so many files on the system that
they fill the drive, the operating system will stop functioning. If you store programs and data on a separate
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partition and fill up that partition, however, only the programs are affected; the operating system keeps
running so that you can clean up the disk.

On a Windows production server, the primary drive partition is C:. The next drive is given the next drive
letter available. Typically the D: drive is the CD-ROM drive, the E: drive is the next disk partition, etc..
Allow plenty of space for the E: drive because you will often add temporary files, log files, and other files
over time.

Linux Partitioning

The concept of dividing the hard disk into more than one partition in Linux is the same as it is for
Windows. You should also keep the Linux operating system separate from applications. However, unlike
Windows, Linux does not assign drive letters to disks or partitions. Instead, the drive begins at the root,
which is designated with a forward slash (/). Two partitions are required for Linux—the root partition and
the swap partition. Linux uses the swap partition to swap instructions and data in and out of RAM when a
program requires more space than is available in RAM. Linux can create a number of default partitions
for you. Table 3-1 identifies default partitions.

Table 3-1  Linux default partitions

e Jomin ]
/ (root) | The root partition is the top of the directory
structure. It does not contain many files when you

first install Linux. If you create directories at the
root, it will use up this space.

swap Linux stores virtual memory in the swap partition.
The processor uses virtual memory when it does
not have enough RAM. A rule of thumb is that
the swap partition should be at least the size of
your physical memory. By default, Red Hat makes
the swap partition double the size of your physical
memory. Unlike the other partitions, swap is not
part of the directory structure, which means that
you cannot explicitly store files on this partition.
Rather, the operating system uses it behind

the scenes.

Here are the default folders created with the Ubuntu installation.
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Jusr Linux stores the files and programs that are shared
among all users in the usr partition. Because this
partition can contain the most files, it should be the
largest. By default, it takes up about 70 percent of
the disk after Linux allocates space for the other
partitions.

/home Users create their directories in the home partition.
Depending on how many users are on the system,
this partition can be quite large. By default, it
takes up about 30 percent of the disk after Linux
allocates space for the other partitions. On a Web
server, however, the home partition can be smaller
because users should not store files in the home
directory, unless the user is an ISP with user Web
sites associated with the home directories.

/var The var partition contains your Web site, FTP site,
log files, and e-mail spool files. Log files and
e-mail files can take up a lot of room on a server,
so you should increase this partition to at least a
few gigabytes. You can take some space away
from either /home or /usr to do so.

Services like DNS and Apache and their configuration files are stored in folders under /etc. User files
including your DNS zone files and web pages and scripts will be stored in folders under /var. Please
explore Ubuntu’s file structure with the gedit utility (Linux’s equivalent to Windows Explorer &
Notepad).

Naming Computers

The primary purpose of naming a computer in either Windows or Linux is to distinguish it from other
computers on your LAN. You can name a computer as you install it. Recognize also that you can share
that name and its aliases with the rest of the network, even the Internet.

You must give your Windows computer a name that is unique throughout your network. To make it easy
to recognize and remember, keep the name simple and descriptive, such as web1l. We’ll use the server
naming convention W12-fml and U14-fml where W12 is Windows Server 2012, U14 is Ubuntu v 14
and f, m & | are your first, middle and last initials. The name you assign is used on the LAN for
communication; it is not related to how the computer is recognized on the Internet. For example, you
might name the computer webl, but to a web user it may be www.technowidgets.com. To an e-mail user,
it may be technowidgets.com as in info@technowidgets.com.

In Linux, computer names are usually referred to as host names. You can create a network with Linux
computers that share the same host name with no problems, because in Linux you communicate with
other computers by IP address. Of course, it is helpful in general to have unique names associated with
each IP address, so it is still a good idea to have unique names that are also descriptive. (The method used
to associate names and IP addresses is a separate issue discussed later.)

Licensing the Software

A software license describes how you can use the software. Software licenses differ among the operating
systems. Microsoft users must verify that they are compliant with licensing by activating the software
once it is installed. Licensing is not a concern for Linux, because copies of the operating system are free,
although packaging, support, and special additions may cost extra.

When you purchase a Windows server operating system, each computer that connects to a LAN must
have a client access license (CAL). Two types of licenses for Windows servers exist: per server and per
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seat. You use a per processor license when you have a single server and not all client computers need to
connect to it at the same time. You use per seat licenses in network environments with multiple servers.
Per seat licensing means that each client computer has its own license and can connect to as many servers
as you have. Because most networked environments have multiple servers, per seat licensing is the most
common type. Connecting to a Web-based application, whether it is on a LAN or WAN, does not require
a CAL, but it may require another type of license such as a per processor license. Typically, however, all
computers in a LAN have a CAL.

Linux takes a different licensing approach. Linux is produced under the GNU general public license.
GNU, pronounced “guh-NEW,” is a recursive acronym for “GNU’s Not UNIX.” According to the GNU
general public license, “the GNU general public license is intended to guarantee your freedom to share
and change free software—to make sure the software is free for all its users.” Some companies bundle
Linux with extra software for specific purposes and charge more for that. For many environments, a
personal version of Linux is satisfactory for basic Web connectivity and networking. The personal version
is used in this class. You can obtain a professional version of Linux which has more installation options
and better support and is more appropriate for mission-critical systems.

Identifying Devices

The most significant improvement in the installation procedures in servers has been the increased ability
of the operating system to correctly identify devices. With Plug and Play devices the operating system
automatically configures a device such as a NIC as it is being installed. Windows and Linux support Plug
and Play and recognize a wide variety of devices.

Problems can arise when you try to use old specialized devices, such as RAID or older NICs and video
adapters. Purchase both the server and the operating system from a top vendor to increase the probability
that they will work together.

Selecting a File System

A file system determines the way in which files are organized on a computer disk; in Windows, the file
system also determines the characteristics of a file. With both Windows and Linux, you can choose from
more than one type of file system. In the Windows operating systems, you can use New Technology file
system (NTFS) or the new Windows Server 2012 file system offering Resilient File System(REFS). With
Linux, ext4 is the current choice, although you can use others, such as ext3.

The FAT file system for Windows is based on the original DOS operating system from 1981. For server
installations, FAT is obsolete because it does not provide adequate file system security. In the past, one
advantage of using the FAT file system was that if the server did not boot correctly, you could boot from
a DOS disk and correct the problem by copying or editing files. Now a number of utilities allow you to
boot from the floppy disk drive, so you no longer need to use the FAT file system to enjoy this advantage.

The NTFS was first introduced with Windows NT. It offers better performance with large hard disks than
does FAT, better error correction, and, most important, built-in file system security. The security in NTFS
controls file access for all users. In a Web server, everyone who receives a Web page is associated with a
user name. The user associated with the Web server can access only those files that are part of the Web
site, not the whole hard disk. This restriction greatly improves security.

In Linux the file systems have the same security capabilities. The current file system ext4 is the fourth
extended filesystem. It includes a journaling file system and other improvements listed at
https://en.wikipedia.org/wiki/Ext4
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Verifying Installation Requirements

The final preparation step before installing an operating system on your server is to verify both the
minimum and the recommended installation requirements. The software manufacturer typically sets the
minimum requirements needed to allow the software to function. However, most Web server
administrators require more than the minimum hardware resources to handle Web traffic efficiently.
Linux is less stringent in its minimum requirements. In fact, a special-purpose version of Linux can be
embedded on a chip with very little RAM.

To install your operating systems, you will start your ‘Create a new VM’ and browse to the respective
Windows and Ubuntu .iso files. The minimum hardware requirement for Windows is: CPU — 1.4GHz,
RAM — 512MB, Disk 32GB. However adequate performance will require a faster CPU and more RAM.
We will fine tune the CPU & RAM on your VMs in this Chapter’s Hands-On Projects. The disk
requirement for your Windows VM won’t exceed 25GB. Your Ubuntu VM has a much smaller footprint.
The disk requirement for your Ubuntu VM shouldn’t exceed 9GB.
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Installing Windows Server 2012 R2 on a Virtual Machine

Activity 3-1. Install Windows Server 2012 R2 ona VM

To install the Windows Server 2012 operating system
1. Start VMware Player (or VMware Workstation) and ‘Create a new VM’
g

A — —

File Edit View VM Tabs Help

O = =
Library x =
Home || (ijj Windows 7Base
Q Type here to search -
&) =l My Computer vmware

Workstation 10

{ Connect to a Remote Server
3 A View and manage virtual machines on a
Create a New Virtual Machine ‘I k o it

Virtualize a Physical Machine

% Convert your PC to 2 virtual machine.
| ea

| Open a Virtual Machine Software Updates
i Check for software updates to VMware
\ < Workstation.

2. Select ‘Installer disc image file’ and browse to the Windows .iso file
en_windows_server_2012 r2_x64_dvd_2707946.iso
from DreamSpark www.cis.lsc.edu/?page_id=2

MNew Virtual Machine Wizard @

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
() Installer disc:

<L DVD RW Drive (E:)

@ Installer disc image file (iso):

en_windows server 2012 r2 x64 dvd 2707946.is0 R Browse...

A Windows Server 2012 R.2 detected.
This operating system will use Easy Install. (What's this?)

() I will instzll the operating system later.
The virtual machine will be created with a blank hard disk.

< Back ][ Mext = ][ Cancel
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3. Enter your Windows Server license Key
also from DreamSpark www.cis.Isc.edu/?page_id=2
Mew Virtual Machine Wizard | = |\

Easy Install Information
Thiz is used to install Windows Server 2012,

Windows product key

Version of Windows to install

Windows Server 2012 R.2 Datacenter -

Personalize Windows

Full name: andersml

Password: (optional) |

Confirm:

. (requi word)
Log on automatically (requires a password

[ < Back ][ Next = ][ Cancel |

4. Finish the VM creation

New Virtual Machine Wizard u

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Windows
Server 2012 and then VMware Tools.

The virtual machine will be created with the following settings:

Mame: Windows Server 2012 -
Location: C:\Users\andersma\DocumentsVirtual Machines\Win. ..
Version: Workstation 10.0

Operating System:  Windows Server 2012

m

Hard Disk: 60 GE, Split

Memary: 20453 MB

Metwork Adapter: MAT

Other Devices: CD/DVD, USB Controller, Printer, Sound Card -

[ Customize Hardware. .. ]

Power on this virtual machine after creation

< Back ][ Finish ][ Cancel
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5. Choose Windows Server 2012 R2 Standard (Server with a GUI)

() ) Windows Setup

Select the operating system you want to install

Operating system Architecture | Date modified
Wi r 2012 R2 Standard (Server Core Installation) x64 8/22/2013
W 2012 R2 Standard (Server with a GUI) b 5/22/2013

Description:
This option is useful when a GUI is required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation. All server roles and features are
supported. You can switch to 3 different installation option later. See "Windows Server Installation
Optiens."

B ——
1 Collecting information 2 Installing Win

6. Choose next to continue the installation

M’Q Windows Setup

Installing Windows

Your computer will restart several times. This might take a while.

4 Copying Windows files
Getting files ready for installation (12%)
Installing features
Installing updates
Finishing up

7. The installation should take 10-30 minutes depending on your equipment. When the installation
completes, make a screenshot of your login screen and login. Server Manager comes up by
default.

B8 Windows Server2012R2

Chapter 3 Page 56



8. We’ll do an introduction to Server Manager in the next Activity. For now add the feature
PowerShell by choosing the pulldown menu Manage and click Add Roles and Features.

Manage Tools View Help

Add Roles and Features
Remaove Roles and Features
Add Servers

Create Server Group

i Server Manager Properties

9. Click Next twice,_click Features, scroll down and select Windows PowerShell and click Install:

[EITTAT I TR T,

=] Add Roles and Features Wizard

Select one or more features to install on the selected server.

Features

[ Windaows Identity Foundation 3.5
[] Windows Internal Database

PR CIRWindows PowerShell (3 of 5 installed
| Windows PowerShell 4.0 (Inst

¥| Windows PowerShell 2.0 Engine (Installed
[[] Windows PowerShell Desired State Configurati
7| Windows PowerShell 1SE [Installe

] Windows PowerShell Web Access

[] Windows Process Activation Service

L1 Windows Feedback Forwarder ~

_I:I-

DESTIMATION SERVER
Wii2-fml

Description

Windows PowerShell enables you to
automate local and remote Windows
administration. This task-based
command-line shell and scripting
language is built on the

Microsoft NET Framework. It
includes hundreds of built-in
commands and lets you write and
distribute your own commands and
scripts,

10. Next we’ll run ipconfig in PowerShell to view the IP number assigned to us dynamically by VM.

Run PowerShell

ey

and type: ipconfig /all

ndersml> ipconfig [z

IP Configuration

Node Type
IP Routing Enabled
WINS Pr Enabled

: Intel
: 00-0C

L Gigabit Network Connection
D

10ed:Tf85%12 (Preferred)
Preferrec

IPv4 Addre
Subnet =
Default W 19
DHCPwe IAID 1 301993001
) : 00-01-00-01-1B-10-2
: 192.168.136.2
: Enabled

255.255.255.0

.136.2

9B-00-0C-29-F3-02-9D
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11. Write down your IPv4 Address and go back to Server Manager. From your Local Server

(I:ﬁhoose the EthernetO hyperlink and cho

DEIVEL idldyer

ose right mouse > Properties on Ethernet0

@ v Server Manager * Local Server

i Network Connections

T|E' » Control Panel » Network and Internet » Network Connection

B DROPERTIES Organize = Disable this network device  Diagnose this connection  Rename this c
] I or W12
I8 Dashboard For W12-im L-. Bthemetd
1 Local Server _ p -\,",;‘4 Network
- Computer name W12-fml & Inte g [
B All Servers Workgroup WORKGROUP O | Dbl
:% DI Status
| N Diagnose
N File and Storage Services b N
- ) | Bridge Connections
(GRS Windows Firewall Public: On .
te Shortcut
Remote management Enabled e ot
Remote Desktop Disabled - B
NIC Teaming Disabled ' Rename
Ethemet0 Multiple IPv4 addresses, IPvé enabled ‘&‘ Properties

12. Choose TCP/IPv4 Properties and assign a Static IP address and DNS addresses
1 Ethernet0 Properties Internet Pratocol Version 4 (TCP/IPv4) Properties .
Networking General
Connect using: You can get IP settings assigned automatically if your network supports
' Intel[R) 82574L Gigabit Network Connection %Lséip:';gigﬁr%m;w;:{ﬁfgz,md to ask your network administrator
) ) o () Obtain an IP address automatically
This connection uses the following tems: ® Use the folowing IF adress:
"% Client for Microsoft Networks - : I
gﬁle and Printer Sharing for Microscft Netwaorks TP address:
{31 05 Packet Scheduler Subnet mask:
[ - Microsaft Metwork Adapter Muttiplexor Pratocol
-4 Link-Layer Topology Discovery Mapper 140 Driver Default gateway:
-4 |Link-Layer Topology Discovery Responder
<. |ntemet Protocol Verson 6 (TCP/IPvE) Obtain ONS server address automatically
(8 Use the folowing DNS server addresses:
Uninsta Preferrad DNS server:
Description .
Transmission Cortrol Protocol/Intemet Protocol. The default Alternate DIS server:
wide area netw_ol‘n: protocol that provides communication
across diverse interconnected networks. [JValidate settings upen exit
o J[ee ]
To communicate on a network, you need a network address, a unique host address, a gateway
address for the device that connects your network to other networks, and DNS Server address that
serves your client computer. The subnet mask defines the network address (in this example
192.168.136) and the host address (in this example .128). The VM above uses .2 as the last octet
of the default gateway address. Notice that your Preferred DNS server is yourself (.128) because
in the next chapter we setup DNS on this server. Notice that we use the default gateway (.2) for
the Alternate DNS server. The VM’s DNS server is the host computer which means we’re
passing DNS requests through to the host computer. We could also have used Google’s public
DNS server 8.8.8.8. Click OK to save this information.
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Now test your Static IP from PowerShell by successfully pinging Google’s DNS server and
making a screenshot.

for 8.8.8.8:
4, Received = 4, L
1p times in mill
i = 121ms

ics Tor 192.168.136.128:

nt = 4, Received = 4,

nd trip times in mill
mum = Oms, Average

13. Next go to Server Manager > Local Server and select the Computer Name tab. Click the
Change button.

System Properties T
Computer Name | Hardware I Advanced [ Remote |

' L Windows uses the following information to identify your computer
S on the network.

Computer description
For example: "IIS Production Server" or
"Accounting Server”,

Full computer name: WIN-5GAM7CC50A7

Workgroup WORKGROUP

To rename this computer or change its domain or
workgroup, click Change

14. Enter a new computer name with your first, middle and last initials (ex: W12tlg), click OK and Restart
Now.

Computer Name/Domain Changes -
*You can change the name and the membership of this
computer. Changes might affect access to network resources
Microsoft Windows -
Computer name:
| You must restart your computer to apply these
Full computer name: | Changes
W124ml
Before restarting, save any open files and close all programs.
Member of
(O Domain: Restart Now | | Restart Later
(®) Workgroup
WORKGROUF |
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Activity 3-2. Windows Server 2012 R2 Server Manager and basic
commands & navigation

When you start your Windows Server 2012 VM, it launches the Server Manager Dashboard.

Server Manager * Dashboard

I8 Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers . .

o 0 Configure this local server
& DNs Y

¥ File and Storage Services P QUICK START

o s 2 Add roles and features

Add other servers to manage

WHAT'S NEW P )
4 Create a server group

LEARN MORE

Server Manager uses this task bar icon

1. Choose Local Server. You’ve already setup your static IP Address and Computer name in your
Local Server properties. Examine other Local Server properties including Processors, RAM and
Total disk space. Make sure the ‘IE Enhanced Security Config’ is turned off.

2. Note that the right hand pulldown menu ‘Manage’ is where you’ll add Roles and Features in
upcoming chapters.
Manage Tools View Help
Add Roles and Features
Remaove Roles and Features
Add Servers

Create Server Group

P

Server Manager Properties

3. Click on the right hand pull-down menu ‘Tasks’. This lets you shut down your server, access
PowerShell and access to other services. Run PowerShell and make a screenshot of the
command ‘whoami’. Noticed that | have already installed the DNS and IIS Roles.

) | r Manage Tools View Help

(]

Administrator; Windows PowerShell

Windows Powershe ) ) ) ]
Windows PowerShell Copyright (C) 2013 Microsoft Corporation. All rights reserved.

Computer Management

Shut Down Local Server

DNS Manager

Internet Information Services (I15) Manager

{ Refrash
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4. Click on right hand pull-own menu ‘Tools’. This gives you access to Administrative Tools. Run
Resource Monitor, expand the CPU and Memory detail and take a screenshot.

Q) Resource Monitor - | = [

| r Manage Tools  View File Monitor Help

Component Services Overview ‘ CcpPU I Memory | Disk | Network ‘ ]
Computer Management CPU B 123 CPU Usage 7 1008 Maximum Frequengy ~) (>] Views |V‘ -
Defragment and Optimize Drives [ image PID Description  Statu? Threads CPU  Average C.. A
perfmon.exe esource .. Running :
ONS [ perh 1940 R R 17 1 945 | _
. D svchost.exe (RPCSS) 624 Host Proc...  Running 10 o 334 T
B e (] WmiPrusE exe 2748 WMIProvi..  Running 1" 0 053
Internet Information Services (I1S) Manager [[] svehost.exe (LocalSemviceNet... 756 Host Proc..  Running 13 0 043
5CS] Initiator D svchost.exe (LocalServiceNo.. 352 Host Proc...  Running 19 0 041
D svehast.exe (netsves) 304 Host Proc..  Running 37 0 0.26
Local Security Policy [T] serverManager.exe 3024  ServerMa.. Running 19 0 026 60 Seconds 0e J
ODBC Data Sources (32-bit) D System Interrupts - Deferred ...  Running - 0 0.10 Disk 100 KB/sec -
X D explorer.exe 2512 Windows ... Running 32 0 0.06
ODBC Data Sources (64-bit) services.exe 512 Running 6 0 006 v
e srmEE (e | Disk B 56 KB/sec Disk /O B 1% Highest Active Time v) ‘
Resource Monitor =
Security Configuration Wizard | Network H 0 Kbps Network /0 B 0% Network Utilization v) ‘
Senvices Memory B 0 Hard Faults/sec B 245 Used Physical Memory ~)
System Configuration Image FID Hard Fault.. Commit (KE] Warking .. Shareable.. Private (KB] ~
System Information ServerManager.exe 3024 0 132,356 123412 41,188 82224 |
Task Scheduler dns.exe 1064 0 87,788 86,020 5,056 80,964
i i . . dwm.exe 724 0 26,936 43,504 18,828 24,676
Windows Firewall with Advanced Security explorer.exe 2512 0 17,308 48,280 35,800 12,480
Windows Memoly Diagnostic perfmon.exe 1940 0 13,584 24,756 12,472 12,284
svchost.exe (netsves) 304 0 13,308 25,656 14,512 11,144 o4
Windows PowerShell
svchost.exe (LocalServiceNetwo.., 756 0 13,036 16,308 6,576 9,732 Memory 100 Hard Faults/sec -
Windows PowerShell (x86) WmiPrvSE.exe 2748 0 11,904 20,000 10,532 9,468
= host. Metworks 940 0 b,848 15,428 9,624 5,804
Windows PowerShell ISE svehest.exz (Networksenice) y g iy y
suchost.exe LocalServiceMoMet.. 352 0 9,080 11,388 6332 5056 ¥
Windows PowerShell ISE (x86)
Windows Server Backup h e

5. Minimize Server Manager and then click your start button multiple times. Notice that it toggles
you back and forth between the tiled interface and the Desktop.

admin i

@

Acministrative
SeverMarager o =

0

B

Condrol Panel

&9 Windows Server 2012R2
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Activity 3-3. Install Ubuntu 14 on a VM

To install the Ubuntu 14 operating system

1. Start VMware Player (or VMware Workstation) and ‘Create a n

File Bt View VM Tabs Mep

ew VM’

B x

[ LER=E_

e X | 6 tome ||y ecows 7e0ee
ol My Computer vmware
2 Shared e

Workstation 10

Software Updates
Chck for software updtes to VhAware
Hostaton,

ﬁ | orens Ve

2. Select ‘Installer disc image file’ and browse to the Ubuntu v14 .iso file
ubuntu-14.04-server-amd64.iso found at http://releases.ubuntu.com/14.04/

JNew Virtual Machine Wizard | | 'U

e

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating

system. How will you install the guest operating system?
Install from:

() Installer disc:

3 DVD RW Drive (E:)

@ Installer disc image file (iso):

i Ubuntu 64-bit Server 14.04 detected.
This operating system will use Easy Install. (What's this?)

() I willinstall the operating system later.
The virtual machine will be created with a blank hard disk.

dmin,_Fall14\Jbuntu\ubuntu-12.04-server-amds. so iy

< Back ][ Mext = ][

[

Cancel ]

3. Next setup your UserName & Password, VMachinename & Location and Max disk size.

]New Virtual Machine Wizard &

New Virtual Machine Wizard |~ | | 1

Easy Install Information
This is used to install Ubuntu 64-bit.

Persanalize Linux

4 Fullname:  Mark

User name:  andersml

y m-&ﬂ—l-l—l—@
ﬂ S New Virtual Machine Wizard 'U

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

F Ubuntul4 4

) Location:
@ | C:Wsers\andersma\Documents Virtual Machines\Jbuntu14

Browse...

Password:  sessreess
t
Confirm: sose The default location can be changed at Edit > Preferences.
ki
3
"
Hep <Back | [ het> | [ cancdl |} <ot (o> ] Lo

——cet

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as ane or more files on the host.
computer's physical isk, These fie(s) start small and become larger as you
add applications, files, and data to your virtual machine.

Maximum disk size (GB): 200 =

Recommended size for Ubuntu 64-it: 20 GB

0 Store vitual sk 35 a snge fle

@) Split virtual disk into multiple fles

Splitting the disk makes it easier to mave the virtual machine to another
computer but may reduce performance with very large disks.
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Chapter 3

Login to your Ubuntu Server from the command prompt

Ubuntu 14.04 LTS wbuntu ttyl

ubuntu login: andersml
FPassword:
Uelcome to Ubuntu 14.04 LTS (GNU-Linux 3.13.0-Z4-generic xB86_64)

= Documentation: https:/shelp.ubuntu.comn/
The programs included with the Ubuntu system are free software:
the exact distribution terms for each program are described in the

individual files in ~usrrsharersdoc =scopyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

andersmnlEubuntu: =5 _

Next perform updates and upgrades as follows .. (upgrade takes a while):
a. sudo apt-get update

b. sudo apt-get upgrade

: n
com precis

up ubuntu-d
up indic

ENDmD O

¥}
ubuntud

fully gualified domain name,
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7. Reboot and login to Ubuntu Server from the desktop & take a screenshot of the desktop.
sudo reboot

Ubuntu Desktop

© BEen 1) saapm O

search your computer and online sources

andersml

Guest Session

)
=
al
5]
B
B
0
3/

Search for terminal and drag & drop it on the left navigation taskbar.

8. Change the computer name from ubuntu to U14-fml. To interrogate your hostname, type:

sudo hostname
andersml@ubuntu:~% sudo hostname
[sudo] password for andersml:

ubuntu

9. Change your hostname from ubuntu to ul4-fml (where fml is your first, middle & last
initials) with these commands

a. sudo nano /etc/hostname
GNU nano 2.2.6 File:

etc/hostname

b. sudo nano /etc/hosts
GNU nano 2.2.6 File: /Jetc/hosts

127.0.0.1 localhost
127.0.1.1 u14-fmif]

# The following lines are desirable for IPv6é capable hosts
HE localhost ip6-localhost ip6-loopback

ffe2::1 ip6-allnodes

ffe2::2 ip6-allrouters

c. sudo reboot

10. Verify your changes hostname and take a screenshot
sudo hostname

D@ andersml@u14-fml: ~
andersml@ul4-fml:~% sudo hostname

[sudo] password for andersml:
ulg-fml
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Next we need to create a static IP address. Start with an ifconfig to determine your VM’s dhep
assigned IP address (after “inet addr:”).

andersml@ubuntu:~$ ifconfig
ethe Link encap:Ethernet HWaddr 00:8c:29:5F:c7:fa

inet addr:192.168.136.129 Bcast:192.168.136.255 Mask:255.255.255.0
inet6 addr: feB0::20c:29ff:fe5f:c7faf64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:1660 errors:@ dropped:®@ overruns:®@ frame:®
TX packets:913 errors:0 dropped:® overruns:® carrier:@
collisions:® txqueuelen:1000

RX bytes:1714121 (1.7 MB) TX bytes:94483 (94.4 KB)

11. Copy the example below from your text and paste it into the interfaces file. You must have
VVMware Tools installed for copy/paste between host and VM to work. Use SHIFT+INS to
paste text into the nano editor. Notice the changes, including iface for ethO to static (# is the
comment character), use your address from ipconfig, netmask is unchanged, network,
broadcast, and gateway use the third octet from your address. Use this nano syntax:
sudo nano /etc/network/interfaces. The first dns-nameserver address is your address.

#This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
auto eth0

#iface ethO inet dhcp

iface ethO inet static

address 192.168.136.129
netmask 255.255.255.0

network 192.168.136.0

broadcast 192.168.136.255
gateway 192.168.136.2
dns-nameservers 192.168.136.129 8.8.8.8

Edit the content of the interfaces file using the content in your clipboard and type CTRL+X
to save the file.

12. Next uninstall the network-manager and reboot
a. sudo apt-get remove network-manager
b. sudo reboot

13. Finally verify that your static address is active by pinging both your static address and
Google’s public DNS 8.8.8.8. Break with CTRL+C and take a screenshot of your successful

ping.
andersml@ubuntu:~$ ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8 8: icmp_seq=1 ttl=128 time=42.8 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttl=128 time=42.4 ms
H S
-- B8.8.8.8 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1801ms
rtt min/avg/max/mdev = 42.473/42.677/42.882/0.290 ms
andersml@ubuntu:~$ ping 192.168.136.129
PING 192.168.136.129 (192.168.136.129) 56(84) bytes of data.

64 bytes from 192.168.136.129: icmp_seq=1 ttl=64 time=0.040 ms
64 bytes from 192.168.136.129: icmp_seq=2 ttl=64 time=0.042 ms
64 bytes from 192.168.136.129: icmp_seq=3 ttl=64 time=0.040 ms
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Activity 3-4. Ubuntu 14 basic commands & navigation

Summary of Linux commands used in Chapter 3 Activities

Command Description .. source http://ss64.com/bash/

apt-get Search for and install software packages (Debian/Ubuntu)
sudo Gives root privileges from terminal (superuser)
gksu GUI form of sudo

nano Terminal editor

gedit GUI editor with folder navigation

cat Concatenate and print (display) the content of files
hostname Print or set system name

reboot Reboot the system

ifconfig Configure a network interface

ping Test a network connection

The Ubuntu GUI has its task bar on the left which includes from top to bottom Search, gedit, terminal,
Firefox, Libre’s Write Calc & Impress, Ubuntu Software Center, Amazon, System Settings & the floppy
disk. You’ll be impressed when you try these out. Notice Ubuntu’s pull down menu on the right including
System Settings and Shut Down. Notice that in the gedit example below, the close min & max icons and
the app menu in the app’s top left. Also notice that the root folders in gedit are under ‘Computer’. In this
class we edit files in /etc and /var so spend some time looking at their subfolders.
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File Edit View Go Bookmarks Help

=

Places

© Recent —l
™ Home bin
[ Desktop

D) pocuments —
+ Downloads media
43 Music

B Pictures -
H videos srv

1@ Trash
Devices

(3] Floppy Dis|
(& computer

Network
R Browse Network
B Connect to Server

CIEEEEEEELEE

Here are the steps for editing the interfaces file using GUI tool gedit instead of the terminal prompt tool

nano.

1. Install gksu

sudo apt-get install gksu

0l

- & B
= — —
= — —

2. Start gedit with gksu and open /etc/network/interfaces
gksu gedit

andersml@ui4-fml:~$ gksu gedit

3. Write the comment on the last line: # | edited interfaces with gedit! and save the file

screenshot.

Chapter 3

Untitled Docum|

Places
™ Home
[ Desktop
1 Trash
[ andersml
Devices
M floppy0

4| 2 etc network

lib libs4
sbin
= )
trd.img vmlinuz

Name

i ifFdown.d

i if-post-down.d
I if-pre-up.d

i if-up.d

i interfaces.d
[ run

. Submit this



*interfaces (fetc/network) - gedit

| File Edit View Search Tools Documents Help

B_ B open - Bsave B & undo vV g &

|1 *interfaces x
# This file describes the network interfaces availlable on your system
# and how to activate them. For more information, see interfaces(5).

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
auto etho

#iface eth® inet dhcp
iface eth® inet static

address 192.168.136.129

netmask 255.255.255.0

network 192.168.136.0

broadcast 192.168.136.255

gateway 192.168.136.2
dns-nameservers 192.168.136.129 8.8.8.8

# 1 edited interfaces with gedit!

Here is a good youtube tutorial on static IP addresses assignment in Ubuntu

www.youtube.com/watch?v=Uabfu RJLyqg
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AN INTRODUCTION TO LINUX COMMANDS

If this occasion marks your first exposure to Linux, you need to know enough commands to perform basic
functions such as editing files and finding directories. When you use Linux as a Web server, you edit only
a few files.

The shell interface is very similar to the command-line interface in Windows. However, some notable
differences exist:

= Linux has no drive letters; in Windows, different partitions have different drive letters, such as C: and
D..

= In Linux, the root of the disk is /. Even though you may create different partitions for /nome and /usr, all
of them still start at /.

= In Linux, you use the forward slash (/) instead of the backward slash (\) that you use in Windows.

The Linux file system is organized in a hierarchy that is similar to the Windows file hierarchy. Shell
commands typically require a reference to the file system, so it is a good idea to understand how you refer
to files and directories. For example, suppose you need to edit, move, or copy a file called products.html,
which is found in /var/wwwi/research. The exact location of this file is called the path. The complete path
to the previous file, including the file itself, is /var/www/research/products.html.

You can use this path with any command that requires a reference to the file. The “/” at the beginning of
the path means to start at the root of the drive. If you do not have a “/” at the beginning, the path begins at
the current position in the directory structure. For example, if you are working in the /var/www directory
and you want to reference the products.html file, you would type research/products.html.

You can also use two dots in your command (..) to move up one directory in the structure. For example, if
you were working in the /var/www/html directory and you wanted to reference the products.html file, you
could type ../research/products.html.

Armed with this introduction to paths, you are ready to learn some useful commands:

= [s—L.ist the contents of a directory. You can type Is -a to list hidden files and Is -I to see all the
characteristics of a file, including the file permissions. You can use the asterisk (*) wildcard character to
represent one or more characters. For example, to display all .conf files, you would type Is *.conf. You
can also combine options, as in Is -a -1*.conf.

= cd—Change the directory. If you need to perform a number of operations in a single directory, such as
editing multiple files, it might be easier to move to that directory and then start the editor. For example, to
reach the www directory, which is below /var, you would type cd /var/www.To move to the html
directory, which is below /var/www, you could type cd /var/www/html or cd html.

= mkdir—Make (create) a directory. For example, you may need to create a directory in your Web site for
HTML files. To create a directory called secure in the /var/www/html directory, you could type mkdir
Ivariwww/html/secure. If you were already in the /var/iwww/html directory, you could simply type mkdir
secure to create the directory.

= rmdir—Remove a directory. If you created a directory called secure with the previous command and
then decided to remove it, you could type rmdir secure, assuming that you were already in
Ivariwww/html.
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= mv—Move and/or rename a file. To move a file called ftpaccess from /etc to /var/ftp, you could type mv
letc/ftpaccess /var/ftp/ftpaccess. If you were in the /var/www/html directory and just finished editing a
file called info.tml, you could rename it by typing mv info.tml info.html.

=cp—Copy a file. This command is like the mv command, except that it does not delete the original copy.
For example, to copy a file called ftpaccess from /etc to /var/ftp, you could type cp /etc/ftpaccess
Ivarlftp/ftpaccess. The cp command is useful when you want to make a backup file before you start
editing a configuration file. Assuming that you were in the /etc directory, you could make a backup copy
of ftpaccess before editing it by typing cp ftpaccess ftpaccess.backup.To copy /etc/ftpaccess to the
floppy disk, you would type cp /etc/ftpaccess /mnt/floppy/ftpaccess.

= locate—Find a file if you forget where it is located. For example, to find a file called httpd.conf, you
would type locate httpd.conf.

= gedit—Edit a file. This command is used in the Ubuntu GUI environment and assumes that the Ubuntu
Desktop has been installed. It allows you to edit an existing file or create a file to edit. To edit
[etc/ftpaccess, for example, you would type sudo gedit /etc/ftpaccess. If the ftpaccess file did not exist,
this command would create it.

Many other shell commands exist, but the preceding list covers the most important ones. Other commands
with special purposes, such as monitoring programs that are running, are covered in a later chapter.

CHAPTER SUMMARY

oNaming computers is similar in both Windows and Linux. It is a good idea to keep the names simple
and descriptive. Although Linux allows two computers to have the same name, it is nevertheless a good
practice to use unique names.

oWindows and Linux are licensed in different ways. Windows product musts be activated by Microsoft
after installation to avoid piracy constraints. Linux is based on the GNU general public license, so the
product is free.

a Installing Microsoft operating systems has become easier with each new product. VMWare has also
streamlined its Linux installation process.

aWindows Server Manager provides a one-stop management interface with tools for querying the server
status and changing roles and features.

7 In Linux, you use basic commands such as Is to list the contents of a directory, mkdir to create a
directory, rmdir to remove a directory, mv to move or rename a file, cp to copy a file, cd to change
directories, and locate to find files.

o Before installing a DNS server, you need to create a static IP Address.
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Complete Activities 3.1 through 3.4

Activity 3.1 Windows Server 2012 Install

Submit screenshot of the completed installation (step 7), the Static IP assignment (step 10 - ping)
and the Computer name (step 12 - Server Manager, Local Server property).

Activity 3.2 Windows Server 2012 basic commands and navigation.
Submit screenshot of ‘whoami’ (step 3) and Resource Monitor (step 4).
Activity 3.3 Ubuntu 14 Install

Submit screenshot of the completed installation (step 7), the Computer name (step 10 - sudo
hostname) and the Static IP assignment (step 14 - ping.

Activity 3.4 Ubuntu 14 basic commands and navigation

Submit screenshot of your gedited interfaces (step 3)

Hands On Projects

3.1 Performance Monitoring W2012 and backup.
Resource Monitor (resmon) measures the four most important dimensions of performance:
CPU, Disk, Network and Memory. Resmon lets you manage your machine performance by
monitoring tasks such that CPU & Memory don’t exceed 70% on either your host or guest
system. Also with resmon performance stats, you can use the Virtual Machine Settings to
balance CPU and Memory resources between your host and guest systems.
1. Run Resource Monitor (resmon) on your host and on your Windows Server guest and make
note of the CPU usage & Physical Memory used.
2. Go to your Virtual Machine Settings, fine tune your VM and screenshot your settings.
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By default your virtual machine (VM) can be found in \My Documents\Virtual Machines. If you
back up your VM (the entire folder) at the end of each chapter, you’ll never risk losing more than

one chapter of work.

3. Backup your Windows Server VM and make a screenshot of the properties of your backup

folder.
Windows Server 2012 Properties [&
General |Shar|r|g I Security I Previous Versions
e - v TT WY e
L ‘ J Windows Server 2012
@(\Jv| . ¥ Libraries » Documents » My Documents » Virtual Machines » Type: File folder
Location: C:vUsershandersma®DocumertsiWitual Machines
Organize » 7 Open  Sharewith v E-mail Burn New folder Size 22.4 GE (22,151,620, 210 bytes)
[EE— Size ondisk: 2.4 GE (24,152,080.384 bytes)
Docu... , Cortains: 190 Files. 4 Folders
| \Cloud i Arrange by:  Folder ¥
Virtual M.. Created: Thursday. May 22. 2014, 2:34:39 FM
) UWs =
. TurningPoint Name Attributes: Read-only (Only applies to files in folder)
. Virtual Machines (151530 Win7_SSMS_VWD
o (151530_Win7_S5MS_YWD Ubuntuld
. Ubuntuld ‘ - Windows Server 2012
. Windows Server 2012 Windows2008R2 -$14.C151972-war.. Apply

3.2 Performance Monitoring Ubuntu v14 and backup

1. Run resmon (or use the performance tab on Task Manager) on your host machine and make
note of the CPU & RAM usage.
2. Run gnome-system-monitor in your Ubuntu VM and make note of the CPU & RAM usage
3. Go to your Virtual Machine Settings, fine tune your VM and make a screenshot of your
settings
4. Backup your Ubuntu VM and make a screenshot of the properties of your backup folder.
andersml@ui4-fml:~$ sudo gnome-system-monitor II-‘ Ubuntul4 Properties L&JI
|’ © Syztemlbionitor General |Shanr‘|g I Security I Previous Versions
Processes Resources  File Systems
CPU History | Uburtu 14
‘s: Type: File folder
:s:*;!:;[; E i = _2:- : b Location: ClUsers‘\andersma\Documents'\Vitual Machines
I cPu 9.8% Size: 8.25 GB (2,863,749,995 bytes)
Memory and Swap History Size on disk:  8.25 GB (8,863,784 960 bytes)
0% Contains: 26 Files, 3 Folders
50%
% = - - - - Created: Tuesday. May 20, 2014, 8:21:46 PM
Iy SI Attributes: Read-only (Only applies to files in folder) !
532.9 MiB (26.7%) of 1.9 GiB 0 bytes (0.0%) of 1022.0 MiB _ '
Network History - Fiden
0 seco : ] 0 10 ‘
@ Receiving 0bytes/s @ Sent 0bytes/s {
Total Received 150.5KiB Total Sent 29.4KiB oK | [ Cancel Apply
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You’ll start experiencing performance degradation when either the CPU or Memory usage is greater
than 70%. Throughout the remainder of the course, you’ll use these resource monitoring techniques
to manage Web Server performance on your VM.

3.3 Linux Command Line Utilities

Start the terminal command and try the following commands. See your worksheet for screenshot
instructions.

pwd - displays your current working directory (default directory)

cd ../..lusr/bin - changes your current working directory to /usr/bin

Is - (stands for list) displays the contents of your current working directory

Is -l - (that's a lower case L at the end) displays a long listing of the current directory.
Note that lines beginning with a 'd" are directories and lines beginning with a '-' are files.
cd - changes your current working directory back to your home directory

mkdir testdir - creates a directory named ‘testdir' in the current directory

Is -I - note that the 'testdir' directory is now created in your home directory

touch newfile - creates a new, empty file named 'newfile’

Is -I - note that the 'newfile’ file is now created in your home directory

rmdir testdir - removes the directory named 'testdir' (how can you look to see if it's
really gone?

rm newfile - removes the file 'newfile' (how can you look to see if it's really gone?)
touch filel file2 file3 - creates three new files named ‘filel' file2' and ‘file3’

touch file10 file20 file30 - create three files named 'file10’ file20' file30'

Is file? - list all files starting with the word file and any single letter following

Is file* - list all files starting with the word file and any number of letters following (note:
the ? and * characters are called 'wild cards' because they do pattern matching)

Is filel* - explain the results of this command

Is filel? - Explain the results of this command

mv file10 file100 - What does this command do? How can you verify the results?
rm filel? - Explain the results of this command

rm file* - Explain the results of this command

Go to D2L Discussions to respond to Ch 3 Technical Tips and

Quizzes to complete the Ch 3 Review Questions. You have three

attempts at the review questions and your score is the average of

all three.
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