Chapter 6 Configuring a Web Server

In this chapter, you will:
4 Understand how a Web server works

4 Install the Internet Information Services (IIS) Manager
and Apache Web servers
4 Examine the IIS and Apache properties

4 Host multiple Web sites

4 Configure new Web sites in IIS and Apache
4 Understand virtual directories

4 Configure HTTPS in lIS

All Web servers are based on the Hypertext Transfer Protocol (HTTP), which governs the way Web
servers communicate with browsers and other client software. When you install a Web server, it is
configured to perform most common tasks by default, such as display simple Web pages. Although you
can configure Microsoft’s Internet Information Services (11S) Manager Web server and the Apache Web
server in a similar manner, 1S and Apache use different approaches to configuration. For IIS, you use a
GUI, often with wizards, to configure the Web server. For Apache, we will alter text files in the
[etc/apache2 directory.

Often a Web server is not what it appears to be. A Web site such as www.microsoft.com uses URLSs that
appear to have a structure of folders similar to those on a hard disk. In reality, that structure doesn’t
always reflect the organization of the folders on the Web server’s hard disk. You can create virtual
directories that are part of the Web site yet located outside of the Web site. Conversely, you may think
that sites such as www.MyFavoriteWidgets.com and www.WidgetSupplies.com must represent different
servers, or at least different IP addresses. However, you can use virtual servers to configure a Web server
to host multiple sites.

UNDERSTANDING HOw A WEB SERVER WORKS

Although Web servers have evolved substantially since their introduction, the main purpose of a Web
server is to send HTML documents to a browser. HTML is the formatting language that browsers use to
display text and graphics. All Web servers support the Hypertext Transfer Protocol (HTTP), which
defines how information is passed between the browser and the Web server. Web servers and browsers
must follow the same rules defined by HTTP. This consistency allows someone using a Firefox browser
or an Internet Explorer browser, for example, to access the same pages on any server. Internet Explorer,
Firefox, and other browsers may differ in terms of the HTML that the Web designers use to create Web
pages, but the Web server attempts to render the same HTML to the browser.

The two most popular Web servers are Apache from the Apache Software Foundation and Internet
Information Services (11S) Manager from Microsoft. According to Netcraft
(https://news.netcraft.com/archives/category/web-server-survey/), approximately 46% of the Web
servers use Apache and 9% use 1IS as of this writing. Both servers publish HTML pages and perform
other tasks necessary for producing interactive Web pages. Chapter 7 explores the use of programming
languages and databases on Web servers to produce interactive Web pages.
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After you install a Web server, you can configure it to change the port number on which it listens for Web
requests, the location from which the Web server retrieves HTML files (called the root of the server), and
the settings that determine the performance of the computer depending on levels of traffic. You can
expand the Web server to accept requests from multiple domains, thereby creating virtual servers.

You can also store HTML documents that are not part of the root file structure by using virtual
directories. This chapter explores these configurations in detail.

Like DNS servers, Web servers are services (often called daemons in Linux) that listen for requests at
ports. Most HTTP traffic listens on port 80 for incoming requests, though they can use any port beyond
1023. Ports up to and including 1023 are reserved for other uses. Often, if a Web server is not running on
port 80, it runs on port 8080 or 8000, but using these ports is simply convention. The HTTP Secure
(HTTPS) default port is 443. Web server administrators sometimes take advantage of this technique
when two Web servers are running on the same computer.

https://en.wikipedia.org/wiki/List of TCP_and_UDP_port_numbers#Well-known_ports

Each Web server has a root folder, which is where you store the HTML documents and subfolders for
your site. If you install 11S on the C: drive, the root is c:\inetpub\wwwroot. For example, if you used this
root for the www.technowidgets.com Web site, and you stored a file named hello.htm in
c:\inetpub\wwwroot, you could display it from a browser by entering
http://www.technowidgets.com/hello.htm as the URL.

Understanding HTTP

The current version of HTTP, version 1.1, describes how to format messages that are sent from the
browser to the Web server and back. The messages contain specific commands that the server uses to
retrieve certain Web pages. Because all popular Web servers and browsers have been supporting HTTP
version 1.1 for years, this section focuses on this version.

HTTP is a stateless protocol, meaning that each Web page sent to the user is independent of every other
Web page the server sends. As a consequence, you cannot use the protocol to keep track of users who are
viewing Web pages on your site. For example, if you have an e-commerce site where people buy books,
you need to use programming techniques instead of HTTP features to track visitors and the books they
buy.

One of the most important characteristics of HTTP 1.1 is its support for persistent connections. This
capability allows the browser to receive multiple files in one TCP connection. Without a persistent
connection, each file sent would require an independent TCP connection, which takes extra processing on
the Web server to set up and release. Such extra processing can decrease performance. This potential
problem becomes even more significant when you realize that most Web pages contain multiple files.
Besides the main file that contains text, the Web page may contain graphic images, audio and video files,
scripts, etc.. Each image must be sent to your browser separately.

The following procedure shows the communication between a browser and a Web server that displays a
simple page containing the text “Hello,World.” The procedure assumes that a host called
www.technowidgets.com resolves to an IP address of 192.168.0.100.

1. You type http://www.technowidgets.com/hello.htm in the Web browser.

2. The Web browser contacts the DNS server to find the IP address for

www.technowidgets.com.The DNS server returns 192.168.0.100.

3. The browser composes the following message and sends it to port 80 on 192.168.0.100:

GET /hello.htm HTTP/1.1

Host: www.technowidgets.com
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4. In this example, the Web server is a Microsoft Web server and responds to the browser with
the following message:

HTTP/1.1 200 OK

Server: Microsoft-11S/5.0

Date: Fri, 17 May 2005 18:47:30 GMT
Content-Type: text/html
Accept-Ranges: bytes

Last-Modified: Fri, 17 May 2005 18:21:25 GMT
ETag: “90cbb2a7cffdc11:b50”
Content-Length: 43

<html><body>

Hello, World

</body></html>

5. The browser retrieves the message and reads its header, which contains information about the
page. Each header starts with the header name, followed by a colon. The data associated with the
header follow the colon. At the bottom of the message, you see that the page displays the text
“Hello,World.”

Step 3 is an important one for configuring servers. Notice that when the message is sent to IP address
192.168.0.100, the host name is www.technowidgets.com.The host name is separate from the IP address,
meaning that the Web server at 192.168.0.100 can look at the host name and then display pages on a
different Web site. You will see how to apply this technique later in the chapter.

In Step 5, the headers contain the following information for the browser: the Web server’s use of IIS, the
current date and time on the server, and the last time the file was updated. The other important
information in one header is that the content type is text/html, which defines it as a typical Web page.

Understanding Features in Apache Web Server

Apache’s philosophy is to start with minimal features and then expand the server as necessary. For
example, programming languages must be added in Apache setup before they are available. Sometimes
this is done with a single line in a configuration file. When you install Apache, a directory is set up for an
online manual and icons used on Web pages. The only sample HTML document is a single sample test
page. This modularity allows you to optimize Apache for the required tasks without wasting processing
time and memory on unneeded tasks. You can even use Apache to help secure your Web environment by
configuring it as a proxy server, which isolates your real Web server from the Internet. A proxy server
takes requests for pages from the Internet and transfers them to the real Web server inside your network.

The following are some major features of Apache: http://en.wikipedia.org/wiki/Apache HTTP_ Server
= Support for Windows— improved reliability.
= Support for IPv6, the future version of IP addressing—Internet Protocol version 4 (IPv4)
addressing uses 32 bits which does not provide enough addresses to meet demand as the Internet
grows. IPv6 uses 128 bits which greatly expands the number of available addresses.
= Secure Sockets Layer - cryptographic protocols designed to provide secure communications
over the Internet.
= Virtual hosting - allows one Apache installation to serve many different websites.
= Unicode support in Windows—Apache supports Unicode, which allows you to use foreign-
language character sets in Web pages.
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Understanding Features in Internet Information Services Manager

For many Web sites, any version of I1S provides the needed functionality of publishing Web pages.
Windows Server 2003 uses 1S 6.*, Windows Server 2008 uses 11S 7.* and Windows 2012 uses IIS 8.*.
Older versions of 11S support Active Server Pages (ASP) used to create dynamic pages. ASP.NET was
first introduced with Windows 2000. Microsoft’s current development environment is ASP.NET Version
4.5. You work with ASP and ASP.NET in Chapter 7.

Some of the key features in 11S 5.0 include:
= Web Distributed Authoring and Versioning (WebDAV)—WebDAYV allows the server to share
Web-based files.
= Named virtual hosting—If you are running more than one physical Web server, virtual hosting
lets them all use single IP address.
= Per Web site bandwidth throttling—This feature allows you to control the amount of bandwidth
that each site on your server consumes.
= Kerberos—The Kerberos authentication protocol is integrated with the Web server, which
allows you to implement more secure authentication.
= Secure Sockets Layer 3.0—This technology supports encrypted communication between a Web
server and a browser, increasing the security of a Web site.

Some of the key features in 1S 6.0 include:
= Increased security—The default installation for IIS 6.0 is the “locked down” mode, which
permits only HTML files to be used. 1S 5.0, by default, supports ASP and other methods of
creating dynamic pages. Allowing only HTML files significantly reduces attackers’ ability to
extract important data.
= Expanded language support—XML and SOAP are important components used in application
development. You will learn about both in Chapter 7.
= Support for IPv6, the future version of IP addressing—As mentioned in the “Understanding
Features in Apache Web Server” section, the current method of [P addressing uses 32 bits, which
does not provide enough addresses to meet demand as the Internet grows. Internet protocol
version 6 (IPv6) uses 128 bits, which greatly expands the number of available addresses.
= Increased dependability—IIS 6.0 increases dependability through kernel-mode HTTP service
and a self-healing mechanism. A kernel-mode service is protected from being corrupted by
another program.

Some of the features new to 11S 7.0 and 7.5 include the following:
= Increased security— Reduced surface attack and Transport Security Layer
= Forms-based Management, Improved WebDAV, FTP, and Powershell support

Some of the features new to IIS 8.0 and 8.5 include the following:
= SSL Certificate Support, Dynamic Site Activation and Enhanced Logging

INSTALLING WEB SERVERS

Each version of Windows or Linux provides a Web server that is easy to install and runs without any
extra configuration. However, they use very different installation procedures.
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Activity 6-1: Installing 11S in Windows Server 2012R2.

1. From Server Manager, choose Manage > Add Roles and Features > Next
& Add Roles and Features Wizard = I:'-

Before you begin cssmon e

Manage Tools  View

4 Begin This wizard helps you install roles, role services, or features. Vou determine which rales,role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

Add Roles and Features

Start the Remove Roles and Features Wizard

Before you cantinus, verify that the following tasks have been completed:

Remaove Roles and Features R ———

* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

I#you mustverfy that any f the preceding prerecuisites have been completed, lose the wizsrd,
,IEde SE Ners complete the steps, and then run the wizard again,

To continue, click Next.

Create Server Group

Server Manager Properties D

2. The Installation Type is Role-based. Click Next. Your server should be selected by default. Click
Next.

[ Add Roles and Features Wizard -|B - & Add Roles and Features Wizard M
Select installation type TITeL S oesmuon

P Selectthe instlltion type. You can installroles and features on a running physical computer orvirtual

Select  senver or a virtual hard sk on which fo install ok and features
machine, or on an offine virtual hard disk (VHD).

® Select 3 server from the server pool
O Select a virtual hard disk

® Role-based or feature-based installation
Configure a single server by adding roles, role senices, and features.

R Server Pool
) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI] to create a virtual machine-based

Fiter:
or session-based desktop deployment.

1 Computeris) found

This page shows servers Hhat are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Ofine servers and newly-added scrvers from which data
colletion is st incomplete are nat shown.

o

3. Select the Web Server (11S) Role and click Next.
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= Add Roles and Features Wizard =15 =

Select server roles

Roles

[ Application Server
[] DHCP Server

DNS Server (Installe:
[ Fax Server

[®] File and Storage Ser}
[ Hyper-v

DESTINATION SERVER
W12-fml

Selectonefagmaieloksli '

Add features that are required for Web Server (I1S)?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (IIS)
4 Management Tools

[Tools] 15 Management Console

[ Network Policy and
[ Print and Document|
[] Remote Access

[ Remote Desktop Se
[ Volume Activation S
O

[ Windows Deployme
[ Windows Server Ess:
[ Windows Server Up,

Include management tocls (if applicable)

< Previous Next > Install Cancel

4. Expand .NET Framework 4.5 Features and select the features ASP.NET 4.5 and Telnet Client.
Click Next.

DESTINATION SERVER
Select features e Select features =
Select ane or more features to instal an the selected semvr, Before You Begn Select one or more feafures to instalon the selected server.
Features Descrigton Insizlzion Tjoe Features Description
b [ NET Framenork 35 Festures | Telnet Chient uses the Telnet 4 [N Remote Server Administrzbon ool (1 ot 40 mstal A|  Telnet Cent uses the Telnet
Ell i} protocol to connect to a remote [ Festure Administaton Tools protocol to connect o a remate
4 W] NET Framework &5 Features (2 of 7 installed) Telnetsenver and un applicatons . Telnet server and run applications
V] NET Frameork 45 fnsaled anthatsemer, )DElP(ME MHT'”;:';“"”M“ Alialed | onpatsener.
over HTTP Prasy
¥ ASPNET45
) [ Singl TCRIP Senices
4 [0 WCF Senvices (1 of 3 installed) — . et
. i B e Sharing Suppart (nsteled
Corfimeton L HTTP Acieon ol ) SHE Bandvit it
[ Message Queving (MSMC) Activetion 0 s e
[ Named Fie Actation e &mze
(] TCP Adiition -
¥l TCP Port Sharing (nstalled
Telnet Ser
[ Beckground eligent Tranefr Senvie (T E TF;PU "
it
[] Bitlocker Drive Encryption =
) GilocerNebworkUreck b 1) Use Interfaces and Infrastructure (2 of 3 nstalled)
] BrnchCache 7] Windaws Biometric Framework
——— e v [T Windows Feecihark Fonuamier v|
{ n ¥ { L] )
|<PmmsH Next> | Insta | Cancel | |<Prmus” Next > Insta | Cancel |

5. Choose Next for Web Server Role (11S) and select the following Application Development Role
Services (carefully select all of these!): .Net Extensibility 4.5, ASP, ASP.NET 4.5 and click
Add Features to add ISAPI Extensions & ISAPI Filters. Click Next.
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g DESTINATION SERVR = DESTINATION SERVER
Select role services = Select role services vou
Befor ou Begin Selct the ol svice o nstal for Wb S ) B o g ekt te ol senices o sl o Wed e 1)
Insialiion Tjpe Role services Description nszliion Tpe Role services Description
Servar iz A| ASPNET providsa senver side Server Sekeion _ A| ASPNET providss a sener side
Servar Roles ¢ B Ve object ointed proggamming Sarver Rokes 4 f ppcon D objetorerted programming
4 V] Commen HTTP Festurss emionment forbuing Webses (] NET Exensiiity 35 environment for buding Web stes
Festes ] Dt Dt ATy —— L TE NT Sty 45 “":mﬁ“m ;?;
Ve Sener Bz ) . menaged code ASPAET 43 s not YW Servr ok (15 e 5 A8 YA
| ) V] Dirctory Bramsing ol anenvesonof Ao ] Applcation itlzation segharemerini 9 Hog
E i TP ey e il | weswis | L) bt et
Corfmain 1Y Sttc Contert provieaighy producie Corfmaion [ AspAET 35 poksigipoisie
- progremming expenence based an I 9eq o
C T the T Famenat ARNET the NETFamewo APNET
] WebDAV Publising provdesa st nsucre Oa providesa robustinrastucue for
4 V] Health and Diagnestis bulding b applicabors. ¥] I5AP Etersions buking web applcatos.
¥ TP Logging AP Fites !
[ Custom Logging 7] Semver SideIcluces
[ LoggingTods ] WebSoket Potcol
[] ODEC Logging 4 [ FPSerer
0 Request Monitor L ] FIP Seniice m
—— [ |
il [ 1| 4l i ;
[choios| [ Met> | m [ el | [chmios || o> | e [ ol |

6. Confirm your selections and click Install.

DESTINATION SERVER
Wi2-fml

Confirm installation selections

Before You Begin To install the following roles, role services, or features on selected server, dick Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
T their check boxes,

Features

NET Framework 4.5 Features
ASPINET4.5

| >

Web Servar Role (IIS)

Role Services
Telnet Client

Web Server (II5)
Management Tools

115 Management Console

Web Server
Application Development
ASP

ASP.NET 4.5

<

Export configuration settings
Specify an alternate source path

<Previous | | Net> | [ install | [ Cancel

Chapter 6 Page 129



DESTINATION SERVER

Installation progress w2

View installation progress

o Feature installation
.|
Installation succeeded on W12-fml,

MET Framework 4.5 Features -
ASPNET 4.5
Telnet Client
Web Server (IIS)
Management Tools
1IS Management Console
Web Server
Application Development
ASP
ASPNET 4.5
ISAP| Extensions v

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

|<Previous|| MNext = | ‘ Close || Cancel |

Click Close when the installation is complete. Double check to be sure you have added all the features.

7. Also go Server Manager > Local Server and click On next to I.E. Enhanced Security and turn it
Off for both Adminstrators and Users.

i PROPERTIES

For W12-fml TASKS -
W12-fml Last installed updates Mever
WORKGROUP Windows Update Mot configured
Last checked for updates Mever
Public: On Windows Error Reporting Off
Enabled Customer Experience Improvement Program Not participating
Disabled IE Enhanced Security Configuration On
Disabled

192.168.136.128, IPv6 enabled

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

- - Internet Explorer Enhanced Security Configuration is enabled by
Microsoft Windows Server 2012 R2 Standard default for Administrators and Users groups. 0 @ 1.73GHz, Intel(R
ViMware, Inc. VMware Virtual Platform
Administrators:
< @ ) On (Recommended) >
& ®off
EVENTS
All events | O total TASKS
Users:
Filt e
e o @ ) on (Recommended) -
Server Name Iz Severity Source| @ ® Off

More about Internet Explorer Enhanced Security Configuration

ok | [ cancel
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8. The proof is in the pudding, or rather the localhost. Open Internet Explorer and type localhost in
the address text box. Submit a screenshot of the default I1S webpage. Be sure to put your name
in the screenshot. Note: You should also be able to visit http://www.technowidgets.com in your
browser. If Internet Explorer doesn’t correctly open this page, try downloading Google Chrome
and use that browser. No screenshot required, but realize that this must work for future exercises

in this chapter.

& @ @ http://localhost/ p-c

2R Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

&£3z% Benvenuto #:2
‘ -5 b.‘ Bienvenido Hos geldiniz | owxan ooona
Bem-vindo il

KoAweg
Vitejte OplOATE

Microsoft Willkommen [Welkommen

(& 1S Windows Senver

Welkom

After installing 11S in Windows, there is a menu item in Server Manager > Tools > Internet
Information Services Manager. There is also the folder c:\inetpub\wwwroot\ where web pages are

stored by default.

r Maep Tk Ve feb

Serer Menager * Loca S

(onprent s
CompierMaragenen
Demmeta pince Dves
I

W

‘. et

W
WORKGROP
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™o o W = |
r— E——
J e Cut
L W Copy path == d
Copy  Paste o shortcut i EEm D
Clipboard Organis
(D] ~ 1 [ cninetpublwsnawroot
8 Downloads -~ Mame i
W Pusic

. aspnet_client
) hello.htm
B iis-85.png
T iisstart.htm

E1 Pictures
B videos
i2e Local Disk (C:)

| apps ey
ppf | research.htm
L. confi ey
R 2 | techno.htm
L inetpub

iz web.config
. custerr

. domainByMa
. histony

L logs

| permitByPo

. researchBylP
| technoByMar
i termp

U waanroot

9. Now we’ll test a sample web page using the localhost domain. From the Start Screen, type
Notepad, right-click the Notepad icon, and choose Run as Administrator. Click Yes.

10. Enter the simple html script (use your name) in the small Notepad window below and save it
(select Save as Type > All Files) as \inetpub\wwwroot\hello.htm. Click Save.
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hello - Motepad

File Edit Format View Help
b <html><body> hi tom! </body»</html: ~
WIN-tlg Last ins
Al o ]
E Save As -
2 ]
3 T | 0« inetpub » wwwroot » v 0| | Search wwwroot P |
19 Organize *  Mew folder =~ @
‘¢ Eavorites MName Date modified Type i
B Desktop J aspnet_client 1 File folders,
4 Downloads a hello 1 HTML Dofk
= Recent places R iis-85 1 PNG imadg
2 iisstart HTML Da
1% This PC
G‘ﬂ Metwork i
|
< m >
File name: | hello.htm| v
< L
Save as type: | All Files Vv
) Hide Folders Encoding: |ANSI v| | Save | | Cancel |

11. In Internet Explorer, test localhost/hello.htm and submit a screenshot.

e@kﬁ http://localhost/hello.htm o~c H

hi tom!

Note: As with the previous page, you should also be able to visit
http://www.technowidgets.com/hello.htm. Be sure this works in Internet Explorer or Chrome.

Activity 6-2: Installing Apache in Ubuntu 14.

When you install LAMP Server, you are installing Apache, MySQL and PHP.
1. Fromthe Terminal App, Install tasksel (task select)
sudo apt-get install tasksel
2. Type sudo tasksel, press ENTER, and use the down arrow key to highlight LAMP Server. Press the
space bar to select LAMP Server and press ENTER to do the install. (Notice that you’ve already installed
Ubuntu Server & DNS).

Note: If this fails with an “aptitude failed” message, run these two commands to install LAMP:
sudo apt-get update
sudo tasksel install lamp-server
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| software selection b————

You can choose to install one or more of the following
collections of software.

Choose software to install:

*] Basic Ubuntu server
] OpenSSH server

[*] DNS server

[*] LAMP server

[ 1] Mail server

Note: the use of tasksel in not recommended for uninstalling LAMP.
Coose a password for MySQL (suggested password: P@sswOrd)

andersml@web1: jvar/lib/bind
Package configuration

[
[

Package configuration

Configuring mysql-server-5.5
While not mandatory, it is highly recommended that you set a password
for the MySQL administrative "root" user.

If this field is left blank, the password will not be changed.

| Installing packages |
Retrieving file 7 of 24 (46s remaining)

New password for the MySQL "root" user:

I

4. Next make sure the service will restart (other parameters for the apache2 service: start, stop, reload)
sudo service apache2 restart

gustafth@ul4-tlg:~$ sudo service apache2 restart
* Restarting web server apache2
AHBB558: apache2: Could not reliably determine the server's fully qualified domg
in name, using 127.8.1.1. Set the 'ServerName' directive globally to suppress th
is message
[ OK ]

gustafth@ul4-tlg:~5% I

5. Create this php script using nano and save it as /var/www/html/phptest.php

<?php phpinfo(); ?>

6. The proof is in the pudding or rather the localhost. Submit screenshots of the default Apache webpage
(type localhost in the Firefox address text box) and phptest.php. Hints: to open a new Firefox window,
click the button in the upper right and choose New Window. To resize the windows and display them side
by side, double click the title bar and then you can resize. Be sure to put your name in all screenshots!
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Apache2 Ubuntu Defaul... x

€

»

localhost

@ Apache2 Ubuntu Default |

st b——rs—

This is the default welcome page used to test the correct operation of the Apat
installation on Ubuntu systems. It is based on the equivalent page on Debian, 1
Apache packaging is derived. If you can read this page, it means that the Apac
at this site is working properly. You should replace this file (located at /var/!
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is abou
that the site is currently unavailable due to maintenance. If the problem persis
site’s administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default
into several files optimized for interaction with Ubuntu tools. The configuration
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this
documentation. Documentation for the web server itself can be found by acces

€

phpinfo()

localhost

phpinfo() - Mozilla Firefox

w B

»

PHP Version 5.5.9-1ubuntu4.20

D

System Linux ul4-tlg 3.13.0-96-generic #143-Ubuntu SMP Mon Aug 29 20:15:20
UTC 2016 x86_64

Build Date Oct 3 2016 13:00:15

Server API Apache 2.0 Handler

Virtual Directory [disabled

Support

Configuration File [/etc/php5/apache2

(php.ini) Path

Loaded
Configuration File

Jetc/php5/apache2/php.ini

Scan this dir for
additional .ini files

Jetc/php5fapache2/conf.d

Additional .ini
files parsed

Jetc/php5/apache2/conf.d/05-opcache.ini, jetc/php5/apachez/conf.d
/10-pdo.ini, fetc/php5/apache2/conf.d/20-json.ini. jetc/php5/apache2
Jjconf.d/20-mysql.ini, fetc/php5/apache2/conf.d/20-mysqli.ini, fetc/php5
/apache2/confd/20-pdo_mysql.ini, fetc/php5/apache2/conf.d
J20-readline.ini

Next let’s examine Apache2 configure files we just installed and make a sample web page.

7. Run gedit from the terminal window as a superuser (or use nano if you prefer):
gksu gedit

8. Choose: File > Open and under Devices > Computer, open Apache’s configuration file
letc/apache2/apache2.conf

andersml@ul4-fml:~S gksu gedit

Open
# | |2 etc apache2

Places Name
A Home & conf-available
[ Desktop | conf-enabled
@ Trash & mods-available
[ andersml & mods-enabled |

i sites-available

Devices i sites-enabled
B floppy0 |
@ computer _Jenwars

[
|L; apachez.conf x

‘# Include generic snippets of statements
|Includeoptional conf-enabled/*.conf

# Include the wvirtual host configurations:
IncludeOptional sites-enabled/*.conf

|# wvim: syntax=apache ts=4 sw=4 sts=4 sr noet

9. Notice at the end of the file that sites-enabled/*.conf files (in /etc/apache2/) are included. This is
where we’ll setup site-specific configurations. Next, open /etc/apache2/sites-enabled/000-

default.conf.

000-default.conf (fetcfapache2/sites-enabled) - gedit

Edit View S

B B oren -

|1 ooo-default.conf x
kvirtualHost *:180>

#
#
#
#
#
#
#
#

S
D

The ServerName directive sets the request scheme, hostname and port that
the server uses to identify itself. This is used when creating
redirection URLs. In the context of wvirtual hosts, the ServerName
specifies what hostname must appear in the request's Host: header to
match this virtual host. For the default virtual host (this file) this
value is not decisive as it is used as a last resort host regardless.
However, you must set it for any further virtual host explicitly.
ServerName www.example.com

erverAdmin webmaster@localhost
ocumentRoot fvar fwww/html

10. Notice that all port 80 traffic directed to localhost has a DocumentRoot of /var/www/html.
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To create a hello.htm Web page for localhost in this director
11. Choose: File > New and type the following HTML code (use your name):
<html><body>
Hello Tom!
</body></htmI>
12. Click File > Save As: > Computer > var > www > html and type hello.htm in the Name text box
and click the Save button.
To display the Web page in Linux:
13. Run Firefox and key in localhost/hello.htm and press ENTER.
14. Submit a screenshot of the browser.
[ Mozilla Firefox

http:/flocal...t/hello.htm x &I
€ localhost c

Hello Tom

EXAMINING INTERNET INFORMATION SERVICES MANAGER PROPERTIES

The Windows Setup program configures settings in 1S that meet the demands of most Web sites. In
many cases, it is not necessary to make any changes. We’ve configured IIS to support both ASP and
ASP.NET. However, as your Web site grows and changes, it will probably be necessary to adjust the
settings and other properties of 11S. This section defines those properties. You will learn why and how to
change these properties later in this chapter and in subsequent chapters.

To display the properties of the default Web site on 1IS:
1. Choose the Tools drop down menu and click Internet Information Services (11S) Manager.
The Internet Information Services (11S) Manager window opens.

| r Manage Tools View Help

I Component Services
Computer Management
Defragment and Optimize Drives
DNS
Event Viewer

Internet Information Services (115} Manager
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| Internet Information Services (lIS) Manager
"@_d‘ |@ » WI2-FML » Sites » Default Web Site » |s.a ;
File  View Help
0 | @ Default Web Site Home
€ - 7 |8 2 Explore

- & Start Page

Edit Permissions...

Poas Filter: - Go - gz Show All
4 _| . =
4 _—'_| ‘J\QZFN;IL T12;Ml;\andersn - K Edit Site
e ication Pools A~
[rad APP ) Bindings...
4-[8] Sites @ 2 'S | ) )
b /@ Default Web Site = _‘?&'_3 \g @ [E Basic Settings...
-4 Research ASP Authentic.. Compression  Default View Applications
Document View Virtual Directories
= N = Manage Website £
== <:=_1 _ =
Directory  Error Pages Handler HTTP = Restal
Browsing Mappings Respon.. ?
-\-g. - ! o B Stop
¢ 8§ =
= J Al Browse Website
ISAP| Filters Legging  MIME Types  Modules = Browse 80 (hitp)
- = Advanced Settings...
gi’ﬂ = % Configure
OQutput Request 551 Settings Limits...
Caching Filtering i@| Help
Management ~lw
< [ 5| =] Features View || Content View
Ready €3

2. The left pane called Connections is used to navigate the 1S Server. Expand the entry with
your server name and then the Sites entry to navigate the Server’s Web Sites. Choose Default
Web Site before exploring the middle and right panes.

3. The middle pane has two tabs at the bottom.

a. Please look at these features in the ‘Features View’ tab to prepare for Chapter 6 Projects:

- Note that you can find any of these icons by beginning to type its name. Double-click
Authentication - controls anonymous access. When you installed 1S, a user was created called
IUSR. This guest account only has access to your Web site. When people request a Web page,
they are logged on to the server using this account. Click on Default Web Site to return to the

home page.
Q- | |18 @ Authentication .y
H\i Start Page Group by: No Grouping & -
495 W12-FML (W12-FML\andersn - @ Hel
23 Application Pools ame Status Response1 || @ Help
e Sites Anonymous Authentication Enabled
b ) Default Web Site ASP.NET Impersonation Disabled
b 4@ MyDomain Forms Authentication Disabled HTTP 3021
b & permissionsByPort
b 4 researchBylP Edit Anonymous Authentication Credentials _

b & technoByName

Anonymous user identity:
(®) Specific user

1USR [ s |

) Application pool identity

- Double-click Default Document — an ordered list of default web pages for this site including
iistart.htm which you viewed in Activity 6-1 step 8, even though you didn’t include this name.
Click on Default Web Site to return to the home page.
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- Double-click Error Pages — allows customization of standard HTTP errors. Click on Default
Web Site to return to the home page.

- Double-click HTTP Response Headers — allows customization of HTTP Headers. Click on
Default Web Site to return to the home page.

@ Default Document &P Error Pages

Use this feature to configure HTTP error responses. The error
. . responses can be custom error pages, or detailed error messages
Use this feature to specify the default file(s) to return when a client that contain troubleshooting information.
does not request a specific file, Set default documents in order of

L Group by: Mo Grouping -
priority. Safe s Path Type Edit Custom HTP Response Header  |_* I
Name Entry Type 401 %SystemDrives\inetpu...  File

R 403 2SystemDriveZinetpu...  File Name:
Default htm Inherited ap4 %SystemDrivedinetpu...  File [Technowidgets |
Default.asp Inherited 405 %SystemDrive\inetpu...  File Ve
indexchtm Inherited 406 %SystemDrive\inetpu...  File g

a12 2SystemDriveZinetpu...  File ‘Vevsmn 5 ‘

index.html Inherited 500 2SystemDriveZinetpu...  File
- 2 501 %SystemDrive\inetpu...  File
iisstart.htm Inher!ted 502 %eSystemDrivesiinetpu...  File -OK -m
default.aspx Inherited

b. The ‘Content View’ tab lists all pages and files within a website. Note that the hello.htm file
which you created displays here.

Actions

@ Default Web Site Content - . O cmobameroperies I
J techno.htm’ Tasks General | Sharing | Securty | Previous Versions | Customize |
. HTM Fl Object name:  C:\inetpubMechnoByName
Filter + ¥ Go -k Show Al _ i S
Name . e [ Switch to Features View %ﬁ::‘:fﬁ;f;g‘f‘j;:; amitetor) -
L N IS_IUSRS (W12-FMLMIS_IUSRS)
| aspnet_client File Folder Browse FY R — >
”‘j hellulhtm HTM F||e Ed|t permissicnsm To change pemissions, click Edit.
. . Permissions for [IS_IUSRS Allow Deny
B iis-83.png PNG image Last Modified: 5/27/2014 e B
Jiisstart. htm HTM File 12:53:55 PM Read & execute v =
s . ] List folder conterts v
_|research.htm HTM File Size: 0.04 KB et v
Vime -
. ltechno.htm HTM File @ Refrech Forspecel pemissosoradvenced seings.
=pweb.config XML Configuration | ||
© Help
)

4. The right pane Actions is context sensitive.

a. Above is a screen shot of Actions when Content View and a web page is selected. Browse
launches the page in Internet Explorer. Edit Permissions let us change web page permissions
(see figure above).

b. When a web site, such as Default Web Site in the Connections pane is selected, Actions
includes Explore, Edit Permissions, View Virtual Directories, Restart and Browse. Bindings
reveals the HostName, Port Number and IP address. This allows IIS to identify one of multiple
web sites by its HostName, Port Number or IP address.
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Connections
@- I 120 & O researchBylP Home

Actions
Bl Explore
Edit Permissions...

&5 Start Page
Filter: - Go - i Show All
- ~ ! = =
a S WI12-FML (W12-FMLandersn =

Site Bindings [= | BrT

[E] Basic Settings...

Type Host Mame Port IP Address Binding Informz Add... View Applications
http 80 182.168.136.150 View Virtual Directories

Manage Website ~
= Restart
>
- Stop
Browse Website

— Browse 192.168.136.150:80
=
Chttp)

Close

EXAMINING APACHE PROPERTIES

In Activity 6-2 we introduced the main Apache configuration file /etc/apache2/apache2.conf and the site-
specific configuration files /etc/apache2/sites-enabled/*.conf. Apache2.conf only has 250 lines of code.
More than 60 percent of the lines in the file are comments (lines that begin with #) that help explain
changes or provide examples of changes. Most of the site specific configuration occurs in include files.
Any file with the extension .conf will be included as a site specific configuration file. Let’s view the
apache2.conf file in gedit (gksu gedit). To see line numbers in gedit, select Edit > Preferences > Display
line numbers.

|1 apache2.conf x
v
T#
8 # summary of how the Apache 2 configuration works in Debian: View| | Editor Font & Color:
9 # The Apache 2 web server configuration in Debian is quite different to
10 # upstream's suggested way to configure the web server. This is because Debian's 3 Display line numbers
11 # default Apache2 installation attempts to make adding and removing modules, B
12 # wirtual hosts, and extra configuration directives as flexible as possible, in Display right margin at ce
13 # order to make automating the changes and administering the server as easy as
14 # possible. Text Wrapping
15 .
16 # It is split into several files forming the configuration hierarchy outlined @ Enable text wrapping
17 # below, all located in the /etc/apache2/ directory: % Do not split words ovel
18 #
19 # J/etc/apache2/ EpE oL
20 # | -- apachez.conf ng_hllghl:lng
21 # | ‘.- ports.conf Highlight current line
iii I" T??S;?gzgsw "] Highlight matching bra
24 # | "-- *,conf
25 % | -- conf-enabled
26 # | "-- *.conf
27 # “-- sites-enabled
28 # "-- *,conf Help
29 # —
30 # —
31# * apache2.conf is the main configuration file (this file). It puts the pieces
32 # together by including all remaining configuration files when starting up the
33 # web server.
L BELE:
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Apache Global Environment Settings

You will rarely modify the global settings in the Apache configuration file. Some of these settings focus
on physical locations of directories during setup or standard settings common to most servers, such as the

port number.

Notice the default KeepAlive On in line 92. Recall that the KeepAlive property gives users of your site a
persistent connection over a given number of seconds. It allows browsers to download a Web page with
images without having to create a new connection for each image.

55 # Global configuratien

56 #

57

58 #

59 # ServerRoot: The top of the directory tree under which the server's
60 # configuration, error, and log files are kept.

61#%

62 # NOTE! If you intend to place this on an NFS (or otherwise network)
63 # mounted filesystem then please read the Mutex documentation (available
64 # at <URL:http://httpd.apache.org/docs/2.4/mod/core. html#mutexs);
65 # you will save yourself a lot of trouble.

66 #

67 # Do NOT add a slash at the end of the directory path.

68 #

69 #ServerRoot "/etc/apache2"

70

1#

72 # The accept serialization lock file MUST BE STORED ON A LOCAL DISK.
3%

74 Mutex file:S{APACHE_LOCK_DIR} default

75

76 #

77 # PidFile: The file in which the server should record its process
78 # identification number when it starts.

79 # This needs to be set in /etc/apache2/envvars

80 #

81 PidFile ${APACHE_PID_FILE}

82

83 #

84 # Timeout: The number of seconds before receives and sends time out.
85 #

86 Timeout 360

87

88 #

89 # KeepAlive: Whether or not to allow persistent connections (more than
90 # one request per connection). Set to "Off" to deactivate.

o1#

92 KeepAlive On

93

94 #

HosTING MuLTIPLE WEB SITES

95 # MaxKeepAliveRequests: The maximum number of requests to allow

96 # during a persistent connection. Set to © to allow an unlimited amount.
97 # We recommend you leave this number high, for maximum performance.
98 #

99 MaxkeepAliveRequests 100

1600

101#

102 # KeepAliveTimeout: Number of seconds to wait for the next request from the
103 # same client on the same connection.

104 #

105 KeepAliveTimeout 5

106

107

108 # These need to be set in /etc/apachez/envvars

109 User ${APACHE_RUN_USER}

110 Group ${APACHE_RUN_GROUP}

111

112 #

113 # Hostnamelookups: Log the names of clients or just their IP addresses
114 # e.g., www.apache.org (on) or 204.62.129.132 (off).

115 # The default is off because it'd be overall better for the net if people
116 # had to knowingly turn this feature on, since enabling it means that
117 # each client request will result in AT LEAST one lookup request to the
118 # nameserver.

119#

120 HostnameLookups Off

121

122 # ErrorLog: The location of the error log file.

123 # If you do not specify an ErrorLog directive within a <VirtualHost>
124 # container, error messages relating to that virtual host will be

125 # logged here. If you *do* define an error logfile for a <VirtualHost>
126 # container, that host's errors will be logged there and not here.
127#

128 ErrorLog S{APACHE_LOG_DIR}/error.log

129

130 #

131 # LogLevel: Control the severity of messages logged to the error_log.
132 # Available values: trace8, ..., tracel, debug, info, notice, warn,
133 # error, crit, alert, emerg.

134 # 1t is also possible to configure the log level for particular modules, e.g.
135 # "LogLevel info ssl:warn"

136 #

You can create multiple Web sites on a single server for a variety of purposes. These are known as
virtual hosts. For multiple Web sites to exist on the same computer, you have to make each site distinct,
which you can do by hosting Web sites by port number, by IP address, or based on host name. The

following sections describe each method.

Hosting Web Sites by Port Number

One way to host multiple Web sites is to have each Web site listen at a different port. The first Web
server you install listens at port 80, so any additional Web site using this feature must listen at a different
port. In Chapter 5, you learned that the well-known ports are numbered from 1 to 1023. Because they are
reserved, you should not use these port numbers for your additional Web sites. Recall that common
choices are 8000 and 8080, because they are unreserved and easy to remember, but you could pick any

port above 1023.
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When you configure a Web site to use a port other than 80, you must reference the alternate port number
in the URL associated with the site because the browser otherwise assumes that a Web site uses port 80.
For example, if the host www.technowidgets.com is listening at port 8080, and you want to display the
document prod.htm, you would type http://www.technowidgets.com:8080/prod.htm.

Because entering a URL that specifies a port number is awkward and difficult to remember, creating Web
sites by using an alternate port number is the least popular method. When you are creating your Web
pages, your links have to reference the alternate port number, too.

The other two methods do not force the person requesting a Web page to alter the format of the URL.

Hosting Web Sites by IP Address

You access a service such as a Web server by using a combination of an IP address and a port number.
For example, when someone types www.technowidgets.com in a browser, the host name is translated into
an IP address. The user does not know or care whether that IP address is one of many on the server or is
the only IP address on the server.

As a Web server administrator, you configure two types of IP addresses on a computer. The first type of
IP address corresponds to a physical NIC in the computer. The second type is a virtual IP address,
which is added to the IP address for a NIC.

You use multiple NICs when you are connected to multiple networks. For example, one NIC may be
connected through a router to the Internet. Another NIC may be connected to an internal LAN. In this
case, you could set up a Web site that corresponds to the IP address connected to the Internet for potential
customers of your products. You could also set up a Web site that corresponds to the IP address
connected to your LAN for employee information such as department memos and information on
benefits. From the Web server’s perspective, the Web site for internal use by your organization exists on
the intranet, which is a private network.

Virtual IP addresses are often used when you have multiple domain names. For example, when you set up
the NIC on your Web server, you gave it an address of 192.168.*.100 (* represents your specific network
address). You could then add virtual IP addresses to the same NIC of 192.168.*.150 and 192.168.*.200.
When you configure DNS for the new domain, the host IP address for each Web server would be unique,
based on each of the virtual IP addresses. However, to support this scheme, you need multiple IP
addresses from your ISP. In the past, it was fairly easy to get a block of 254 addresses, but now it is more
difficult because the Internet is more popular and fewer IP addresses are available. Virtual IP addresses
can be used to reference e-mail servers and FTP servers that exist on the same server with your Web site
when your Internet presence is minimal. When the site becomes so popular that you want to split it across
three separate physical servers, the IP addresses are already set up and the ensuing conversion is relatively
easy.

Hosting Web Sites Based on Host Name

The easiest and most common way to host Web sites is by host name. Early in the chapter, you learned
that when the browser sends a request for a Web page to a server at a particular IP address, it also sends
the host name, such as www.technowidgets.com, to the Web server. What if you also wanted another Web
site at the same IP address called www.widgetsofthefuture.com? Given the way the browser requests a
Web page, the Web server can read the host name and redirect the request to the appropriate Web site.

If you configure Web sites by host name, you need only one IP address from your ISP, making it the most
economical method. When you configure the DNS, you have to remember just a single address. As
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opposed to changing the port number, which also requires only a single IP address, you do not have to
change the URL for the Web site.

CONFIGURING NEw WEB SITES IN I1S
In this section, you will learn how to configure the Web server so that you will have one Web site based
on an IP address and a different site based on a host name. You will use the DNS configuration from
Chapter 4 to test it. In Chapter 4, you created a DNS configuration based on a domain name such as
technowidgets.com. In the example, www.technowidgets.com referred to 192.168.*.100 and
research.technowidgets.com referred to 192.168.*.150. One of the new Web sites you will create here is
for research. The DNS configuration also has your-server-name.technowidgets.com at 192.168.0.100,
which is the same as www.technowidgets.com. The site for your-server-name.technowidgets.com will be
distinguished by your host name. Refer to the actual IP addresses that you used in Chapter 4 along with

your actual domain name.

Configuring a Web Site Using an IP Address
You need to complete two procedures to create a Web site using an IP address. First, you must add
another IP address to your configuration. Second, you must add the new Web site based on the IP address.

Activity 6.3: Adding 1S Web Sites by IP Address in Windows Server 2012R2

To add an IP address to your NIC in Windows:
Go to your static IP address: Server Manager > Local Server > Ethernet 0 > right-click Properties >
TCP/IPv4 > Properties and click Advanced > under IP Address, click Add and enter the *.150 address,
click on the Subnet Mask field and it will be automatically filled in. Click Add. Screenshot the
advanced TCP/IP Setting with the additional address. Click OK > OK > Close and close the Network

Connections window to exit.

Internet Protocol Version 4 (TCP/IPv4) Properties -

General

apability.
for the appropriate IP settings.

(®) Use the following IP address:
IP address:
Subnet mask:

Default gateway:

Obtain DMS ser

Preferred DNS server:

Alternate DNS server:

[Jvalidate settings upon exit

You can get IP settings assigned automatically if your network supports
this capal Otherwise, you need to ask your network administrator

() Obtain an IP address automatically

er address automatically

® Use the following DNS server addresses:

192 . 168 . 136 . 128
255.255.255 . O
192 . 168 . 136 . 2

132 . 168 . 136 , 128
192 . 168 . 136 . 2

Advanced TCF/IP Settings -
IP Settings | DNS WINS
1P addresses
TP address Subnet mask
192.168.136.128 255.255,255.0
192.168.136.150 255.255,255.0
add.. || Edt.. || Remove
Default gateways:
Gateway Metric
192.168,136.2 Automatic
add.. || Edt.. || Remove
Automatic metric

Before you create the new Web site based on the new IP address for research.technowidgets.com, it
would be a good idea to test your configuration by pinging the host name at your domain. Run
PowerShell and ping research.technowidgets.com. You should receive four messages that begin “Reply
from 192.168.*%.150:”. If you do not receive these messages, check your DNS for the exact name and
corresponding IP address for research. Then return to the Internet Protocol (TCP/IP) Properties dialog box
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to make sure that the IP address matches the one you configured in DNS.

PS C sershandersml= ping research.technowidgets. com

research.techr di o & 3 0] with 32 bytes of data:
of 1 B

research. technowidgets. com
192.168.136.150

When you are certain the research IP address works properly close PowerShell, and you can create a new
web site. To start the Web Site Creation Wizard:

1. In Server Manager > Tools, click Internet Information Services (11S) Manager.

Expand your server name, right-click Sites, and choose Add Website and to open the Add Website dialog
box:

Add Website [ ]
Site name:
|Research ‘ |Research | | Select... |
Content Directory
Physical path:
|(:\inetpuh\rasear(h | II'
Pass-through authentication
| Connect as... ‘ |Te;t Settings...
Binding
Type: IP address: Port:
[bttp v [192168.136.150 v] [z |
Host name:
Example: www.contoso.com or marketing.contoso.com
Start Website immediately
‘ oK | ‘ Cancel |

2. Enter Research in the Site name: field and click the ellipsis (...) by the Physical path: text box.
Browse to This PC > C: > inetpub and then click Make New Folder and type research in the folder
name. Click OK.

3. To configure 11S to route by IP address, under Binding choose your *.150 IP address. Let the Port
default to 80 and leave the Host Name blank. Click OK when you are done.

4. Right click the Powershell icon on your taskbar and choose Run as Administrator.

5. Type Notepad and press ENTER, then enter the simple html script below (use your name) and click
File > Save As. Type the filename \inetpub\research\default.ntm and choose Save as Type > All Files.
Click Save to save the file.

<html><body>
This is Tom’s research
site </body></html|>
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Important Note: In all exercises below, when you load a web page, you need to make sure you are not
loading a cached page. You can refresh the page, restart the browser, or remove browsing history to be
sure you are loading the latest modified page.

5. Start Internet Explorer and type research.technowidgets.com in the Address text box. The default
Web page with the “This is <your name>’s research site” text should appear. You could also type the IP
address of the new Web site in the browser and open the same page. Submit a screenshot of Internet
Explorer with the research page displayed.

Configuring a Web Site Using a Host Name

Now that you have configured a Web site using an IP address, configuring one with a different host name
is even easier. To test the functionality of the new Web site, DNS must be running on your Web server.
You need to be able to ping www.technowidgets.com (the Web site you set up in Chapter 4) to make sure
it is working properly. The important difference between using a host name and using an IP address is
that you enter a host name instead of an IP address in the Web Site Creation Wizard.

Activity 6.4: Adding 1S Web Sites by HostName in Windows Server 2012R2

To start the Web Site Creation Wizard:
1. In Tools dropdown, click Internet Information Services Manager.
2. In the Connections pane, right-click Sites and choose Add Website and to open the Add
Website dialog box

Add Website [ |
Site name:
[technogyhiame | [technoByName [ [ select..
Content Directory
Physical path:
[etinetpubitechnoByName | D
Pass-through authentication
Binding
Type: P address: Port
[http | [Air Unassigned v| [eo |
Host name:
[wwwtechnowidgets.com |
Examples wunw.contoso.com o mrketing.contoso.com
Start Website immediately

3. Inthe Site Name: text box, enter technoByName, and click the ellipsis (...) by the Physical
path: text box. Browse to This PC > C: > inetpub and then click Make New Folder and
type technoByName in the folder name. Click OK.

4. To configure IS to route by name, under Binding, leave the IP address unassigned and let

the Port default to 80. In the Host name: text box, type www.technowidgets.com, and click

OK.

Right click the Powershell icon on your taskbar and Run as Administrator, and click Yes.

6. Type Notepad, enter the simple html script below (put your name in it) and save it as
\inetpub\technoByName\default.htm (be sure to use Save as Type > All Files). Close
Notepad and PowerShell.

o
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<html><body>
HelloTechno Tom!
</body></html>

7. Open the browser of your choice and type www.technowidgets.com in the Address text box.
Because we are now associating a different web page with the name of our web site, the
default Web page “HelloTechno <your name>" should appear. Submit a screenshot of your
browser with the new page.

L

technowic igets.com O ~ & || & technowidgets.com

Internet Information Services (11S) Manager [= = s

+ technoByName » | s > -

Q technoByName Home

CoNFIGURING NEw WEB SITES (VIRTUAL HOSTS) IN APACHE

When you create a new Web site in Apache, you are creating a virtual host. You need to create a
directory for each new Web site. To make sure that each Web site works correctly, you will create and
save a Web page in each Apache directory for testing. Based on information from the DNS server you
created in Chapter 4, you will create virtual hosts based on IP addresses and host names.

The Apache configuration file uses tags, which are related to the tags in HTML. For example, in the
sample Web page created for the new Web sites in I1S, an HTML tag called <body> tells the browser that
what follows is the body of the page. The </body> HTML tag tells the browser that the end of the body
has been reached.

In this section, you will create virtual hosts with a tag that looks something like <VirtualHost
192.168.*.150> and end the description of the virtual host with </VirtualHost>. One important concept to
remember is that nearly all text is case-sensitive in Apache configuration files. If you accidentally type
</Virtualhost>, Apache will not recognize the new Web site because the “H” in the <VirtualHost> tag is
not capitalized. Apache does not display a message for capitalization errors when you restart the Web
server, so you must enter tags in the configuration file carefully.

Between the opening and closing tags, you can specify many configuration options. In fact, most of the
configuration options for the default server can be put between the opening and closing tags. The items
you will enter in this section have already been specified for the default site elsewhere in the
configuration file. You will begin with the minimum needed to make the Web sites functional. In later
chapters, you will add and refine these options.
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The first item Apache needs to know is the host name of the server. You need to add the key word
ServerName, followed by a space, and then the host name of the Web site. In the case of the host name
research.technowidgets.com, you would add the following line:

ServerName research.technowidgets.com

The other configuration line that you need names the directory where you will store the Web pages. You
need to add the key word DocumentRoot, followed by a space, and then the location of the Web site. For
example, if this directory is /var/www/research, you would add the following line:

DocumentRoot /var/www/research

Creating Directories and Web Pages for Virtual Hosts

Before you can create a virtual host, you must create a directory where you will store the site. You can
place Web pages for virtual hosts anywhere in the Linux system. If you have multiple disk drives, you can
put the Web pages for each virtual host on separate disk drives. In the following steps, you will create
directories in the same directory as the existing Web site for ease of maintenance. In Apache2, the default
Web site is found in the /var/www/html directory. Another logical place to create the new Web sites is
beneath the /var/www directory, but you could put them on other places on the server as well. The
following steps show how to create a directory called research for the IP address-based virtual host, and a
directory called web1 for the name-based virtual host. Recall that the name of the file used for the default
Web page in Apache is index.html, which is different from the default name used in IIS.

Create the directories for the virtual hosts in Linux:
1. In a terminal window, change to the directory where you are creating the new subdirectories by
typing cd /var/www and then press Enter. Remember to insert a space after cd.
2. Type sudo mkdir research to create a directory for the research Web site.
3. Type sudo mkdir technowidgets to create the directory for the technowidgets Web site.

Create Web pages for the new Web sites:
4. Run gedit from the terminal window as a superuser (or use nano if you prefer)
gksu gedit

5. Type the following to identify the research site (use your name):
<htmlI><body>
Hello Research Tom
</body></html>

6. Click File and then click Save As to open the Save File As dialog box.

7. Navigate to /var/wwwi/research and save the page as index.html.

8. Make an index.html page for technowidgets using steps 5 and 6 with web page text

HelloTechno Tom (use your name) and the folder /var/www/technowidgets.

9. Close gedit.

Activity 6.5: Adding Apache Web Sites by IP Address in Ubuntu

Before you can create a virtual host based on another IP address, you must add iface eth0:1 with the other
IP address in your network interfaces file.

Create another IP address. This example uses the 192.168.136 network. Substitute your own third octet.
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# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
auto eth0

auto eth0:1

#iface ethO inet dhcp

iface ethO inet static

address 192.168.136.129
netmask 255.255.255.0
network 192.168.136.0
broadcast 192.168.136.255
gateway 192.168.136.2
dns-nameservers 192.168.136.129 8.8.8.8
iface eth0:1 inet static

address 192.168.136.150
netmask 255.255.255.0
network 192.168.136.0
broadcast 192.168.136.255

Note that ifdown ethQ, ifdown eth0:1 and ifup ethO, ifup eth0:1 can be used to restart the interfaces.
1. Use nano to update interfaces from the terminal window.

sudo nano /etc/network/interfaces

2. The lines you must add are in bold in the above sample. You can add the new lines to your existing file
manually or coy and paste the example above into your interfaces file. If you choose to copy and paste,
first copy the lines into Notepad and then change the third octet to match yours. The copy from Notepad
and paste into your Linux editor. You can use the Paste menu option, or try SHIFT+INS to paste. Save
your interfaces file with CTRL+X >Y > ENTER.

3. To tell Ubunto to recognize your new interface, type sudo ifup eth0:1. Ping your new IP address to
prove that it’s functional. If necessary, restart networking or reboot Ubuntu. Submit a screenshot of
your successful ping of the *.150 address.

Create a virtual host configuration by IP address in an include.conf file in /etc/apache2/sites-enabled/
4. Use the editor of your choice to make the file: /etc/apache2/sites-enabled/technowidgets.conf with
the conten in the example below. Be sure to copy to Notepad and change the third octet before pasting.
Note that you could name this file anything as long as it has the .conf extension.
#by IP
<VirtualHost 192.168.136.150>
ServerName research.technowidgets.com
DocumentRoot /var/www/research
</VirtualHost>

5. # is used for comment lines. The first line is a comment. These VirtualHost tags instruct Apache to
route by IP address. ServerName is the host name for the site and DocumentRoot is the directory where
web pages are stored.
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6. We have already created a research default web page named /var/www/research/index.html, so we
are ready to restart Apache:

sudo service apache?2 restart

8. Open the Firefox web browser, type research.technowidgets.com for the URL, and then press Enter.
You should see the Research web page you created. Submit a screenshot.

Activity 6.6: Adding Apache Web Sites by HostName in Ubuntu

Create a virtual host configuration by Hostname in /etc/apache2/sites-enabled/technowidgets.conf:
1. Use the editor of your choice to add the bold lines to technowidgets.conf as follows:
# by IP
<VirtualHost 192.168.136.150>
ServerName research.technowidgets.com
DocumentRoot /var/www/research
</VirtualHost>

# by Name
<VirtualHost *:80>
ServerName www.technowidgets.com
DocumentRoot /var/www/technoByName
</VirtualHost>

2. The second VirtualHost tag instructs Apache how to route any port 80 traffic with hostname
www.technowidgets.com by IP address. Notice the line DocumentRoot /var/www/technoByName
specifies the location of the web page to load.

3. Create the technoByName directory with sudo mkdir /var/www/technoByName

3. Create a Technowidgets default web page /var/www/technoByName/index.html in the document root
with this content (use your name)

<htmlI><body>
Hello technoByName Tom!
</body></html>

4. Restart Apache by by restarting or reloading

sudo service apache?2 restart

5. Open the Firefox web browser, type www.technowidgets.com for the URL, and then press Enter. You
should see the technoByName web page you created. Submit a screenshot of the page.

UNDERSTANDING VIRTUAL DIRECTORIES

A virtual directory is a Web directory that is not physically located beneath the Web root. For example,
a URL of www.technowidgets.com/prod does not necessarily mean that a directory called prod is below
the default document root C:\inetpub\wwwroot in Windows or /var/iwww/html in Ubuntu. .

Instead, the directory prod could be one of the following locations:
= Another directory on the computer such as \categories\products
= A directory located on another computer
= A URL on another Web server
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Allowing the Web directory to refer to another physical directory on the computer could make it easier to
organize the Web site based on directory permissions. For example, the marketing manager could be in
charge of updating product information. In Linux, that manager could log on and have the directory that
corresponds to the prod virtual directory be her default home directory, which would facilitate updating
the pages. The physical directory for the root of the Web server would also be less cluttered with
directories. On the other hand, creating a virtual directory in this case would make it more difficult to
keep track of where the Web pages for the site actually reside.

When you use a directory that is physically stored on another computer, you are typically connected by a
LAN. The marketing manager updating the product Web pages may have access to another computer on
the LAN. The Web server can use the directory on the other computer through a share in the Windows
environment or NFS in a Linux environment.

The ability to have a directory actually be a URL on another Web server is a useful option. It allows you
to balance the load of the Web server by letting other Web servers process certain Web pages. Suppose
you used the prod directory to hold pages containing thousands of images. By having the pages reside on
another Web server, you could dedicate a whole Web server to retrieving large image files. Virtual
directories can also be used to organize corporate Web sites. For example, your company may have Web
sites in various regions around the world. You can make them appear to exist on a single server by
creating directories that correspond to your regional Web servers.

Activity 6.7: Creating an 1S Virtual Directory In Windows Server 2012R2

To create a virtual directory in IIS:
1. Open Internet Information Services (11S) Manager.
2. In the Connections pane expand your server and Sites, and select the technoByName site.
3. Right-click and choose Add Virtual Directory.
4. Complete the Add Virtual Directory dialog box below. You must click the ellipsis (...) and
browse to C: > inetpub > technoByName folder, then click the Make New Folder button and

create the prod folder.
gy Internet Information Services (IIS) Manager -|= =

() [ @ » wiz-FML b sites v technoByName » | = G @ -

File View Help
Connections Actions
< ] !ﬁ.
Wy Start Pa Th pgletyuvlewadmangthltfmrt al dir
a j\"ﬂEFMLE\"ﬂEFML\ nde: Virtuol diectories il
&l DRt or a

A
e Add Virtual Directory [= ]|

&P Vvirtual Directories
F  Add Virtual Dircctorny...

Set Virtual Directory Defaults...
@& rHep

Site name:  technoByName
Path: s
Aliast

[prod

Example: images

Physical path:

[ChinetpubitechnoByNameiprod ] I:l
i

5. The Alias prod is used in the URL to access the Virtual Directory (VD) as follows:
www.technowidgets.com/prod/ The Physical path or location for your VD web pages is
C:\inetpub\technoByName\prod.

6. Build a test web site in C:\inetpub\technoByName\prod\hello.htm using the editor of
your choice with the text below (use your name).
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<html><body>
Hello Prod Tom!
</body></html>

7. Open Chrome or Internet Explorer and type www.technowidgets.com/prod/hello.htm in
the URL. You should see the Virtual Directory web page. Submit a screenshot of the page.

/[ www.technowidgets.com X \

<« C | ® www.technowidgets.com/prod/hello.htm

Hello Prod Tom!

Configuring Virtual Directories in Apache

As you have already seen, you need to modify a /etc/apache2/sites-enabled/technowidgets.conf file to
configure this Web site that you are administering on an Apache Web server. As in IS, a virtual directory
in Apache has two components. First you associate the physical location where the Web pages will reside
with the name of the directory as the browser would reference it. Second you would configure the
directives for the virtual directory. Directives are used to secure the directory. For example, if the sales
department stored their web pages in the sales directory under the /var/www/ and you wanted to address
this virtual directory http://www.technowidgets.com/sales/, you would first need an Alias command:

Alias /sales/ “/var/www/sales/”

This code states that when /sales/ is detected in a URL, the request should be sent to the /var/wwwi/sales
directory. Second you define the virtual directory’s directives.

<Directory “/var/www/sales/’>
Require all granted
</Directory>

e The Require directive specifies which users can access a resource. In the example above, Require all
granted allows everyone access to the directory.

e The Allow directive was used for this purpose prior to Apache 2.4. Ex: Allow from all
and the Order directive was used to control the order in which permissions were applied. EX:
Order allow,deny

See http://httpd.apache.org/docs/2.2/mod/core.html#directory for more information on this directive.

The .htaccess files provide a way to make configuration changes on a per-directory basis. They are used
when content providers do not have root access. The use of .htaccess files can be enabled or disabled with
the Allowoverride directive: Allowoverride All or Allowoverride None

See http://httpd.apache.org/docs/2.2/howto/htaccess.html for more information on htaccess files.

Virtual directories in 11S are different from virtual directories in Apache. In 1IS, a virtual directory is
always associated with an individual Web site. For example, earlier in this chapter, you created a virtual
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directory called prod that you associated with the www.technowidgets.com Web site. That virtual
directory can be used only with www.technowidgets.com, but no other Web site. In Apache, the sales
virtual directory can be used by all of the virtual hosts, because it was defined in the main server
configuration area and not within any of the virtual hosts. As a contrast, you will create the prod virtual
directory so it can be used only from the www.technowidgets.com Web site in Apache. The physical
location of the prod virtual directory will be /var/www/prod. Also note that you can the define properties
for a virtual host in the same fashion that you defined properties for a virtual directory.

Activity 6.8: Creating an Apache Virtual Directory in Ubuntu 14

To create a virtual directory called prod on the Apache Web server:
1. Open a terminal window and change to the directory where you are creating new
subdirectories. Type cd /var/www and then press Enter.
2. Type sudo mkdir prod and then press Enter to create the sub directory for the prod virtual
directory.

To create Web pages for the new Web sites:
3. Using the editor of your choice, create /var/www/prod/index.html as follows:

<html><body>
Hello Prod Tom!
</body></html>

To add the virtual directory to the virtual host www.technowidgets.com in /etc/apache2/sites-
enabled/technowidgets.conf:
4. Using the editor of your choice open /etc/apache2/sites-enabled/technowidgets.conf.
5. Add the virtual directory information, which is shown in bold in the following text. Take care
to insert the lines before the closing </VirtualHost> tag.
# by Name
<VirtualHost *:80>
ServerName  www.technowidgets.com
DocumentRoot /var/wwwi/technowidgets

Alias /prod/ ""/var/www/prod/*
<Directory "/var/www/prod/"*>
Require all granted
</Directory>

</VirtualHost>

6. Restart your Apache server with sudo service apache? restart.

7. Now you can test your virtual directory by opening the Firefox browser and typing the URL
www.technowidgets.com/prod/. Clear your browser history to be sure you get the latest page!
Because you did not type the name of the Web page, Apache sends the default Web page of
index.html, which you created earlier with the text of “Hi Prod <your name>" Submit a
screenshot of this page.

Chapter 6 Page 150



Activity 6-9: HTTPS - Adding an SSL Certificate in I1S for Server 2012R2

The Hypertext Transfer Protocol Secure (HTTPS) is a communications protocol for secure
communication over the Internet. It layers the Hypertext Transfer Protocol (HTTP) on top of the
SSL/TLS protocol. The security of HTTPS is TLS which uses long-term public and secret keys to
exchange a short term session key to encrypt the data flow between client and server. For more
information, see: https://en.wikipedia.org/wiki/HTTP_Secure

I1S lets you create temporary certificates known as self-signed certificates to temporarily setup HTTPS to
encrypt communication between your server site and a browser. A certificate from a Certificate Authority
is needed for a permanent setup.
1. From Server Manager > Tools > 1S Manager, click on your server name and click the
Server Certificates feature in the midle pane. Click Open Feature in the Actions pane and
choose Create Self-Signed Certifcate in the Actions pane.

Internet Information Services (IS) Manager =]l -« Internet Information Services (115) Manager | = | o
@5 | wan [ o~ G [ % » wzea @

o 0

ISAPland  ISAPIFiters  Logging MIME Types
6

2. You can use the friendly name technowidgets and click OK.
Create Self-Signed Certificate

Specify Friendly Name

A

Specify a file name for the certificate request. This informatien can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

|technowidgets

Select a certificate store for the new certificate:

|Persnna\ v

3. Next click on your technoByName Web site in the left pane, click on Bindings in the Action
pane, and click Add to create an HTTPS binding.

4. Make these changes to the page: Type: https and SSL Certificate: technowidgets. Leave
the other options at the default, as in the image below. Click OK.
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| e 1P address: Port:
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Host name:

[] Require Server Name Indication

SSL certificate:

technowidgets v \ Select... View...

5. When you’re finished, your bindings should look like this. Click Close.

Type | Host Name Port IP Address Binding Informa...
http www.technowid... 80 *
https 443

o =
o

6. Try HTTPS://www.technowidgets.com in I.E. A browser expects a current certificate from a
valid Certificate Authority. To acknowledge that this is a self-signed certificates, clic
Advanced, and then proceed to www.technowidgets.com.

[% 115 Windows Server

&« Cc | A bR/ /www.technowidgets.com

== Windows Server

Internet Information Services

7. Submit a screenshot of your HTTPS page. Be sure to include your name in the screenshot.

CHAPTER SUMMARY

ac primary purpose of a Web server is to produce pages of HTML. The protocol used to communicate
between the Web server and the browser is HTTP. The two most popular Web servers are Apache from
the Apache Software Foundation and Internet Information Services (11S) from Microsoft. Web servers
typically listen at port 80, but you can modify this setting to have them listen at any port higher than
1024.

allS Web Server is installed as a Server Role in Windows. Apache is installed as part of the LAMP
Server which also includes MySQL and PHP.
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a lIS properties can be configured globally so that all new sites will share the new configuration. You can
also change the properties for individual sites. Most 1IS properties are related to the location of files,
characteristics of files, and security settings. You can view and change them using a GUI.

aTo configure an Apache Web server with local settings, you create file(s) in the /etc/apache2/sites-
enabled/*.conf folder. The main configuration file apache2.conf includes this folder reference to local
settings from Apache’s global settings.

a'You can create more than one Web site on a single server. For multiple Web sites to exist on the same
computer, you have to make each one distinct. You can create a distinct Web site by configuring it with a
different port number, a different IP address, or a different host name.

aln IS, you use a wizard to create a Web site. You need to configure the folder where you will create the
root of the Web site. One wizard dialog box allows you to make the Web site distinct from the other Web
sites that you have configured previously. You also have to determine the basic access permissions and
file types that you will allow on the site.

oNew Web sites in Apache are called virtual hosts. You configure the virtual hosts in /etc/apache2/sites-
enabled/*.conf using tags similar to those found in XML. When defining a virtual host, you may
configure the IP address, the host name and/or the port and include the location of the documentroot.
oVirtual directories are directories that appear to be located beneath the root of the Web server, yet are
actually located elsewhere. A virtual directory can correspond to another directory on the same computer
as the Web server, a directory located on another computer, or a URL on another Web server.

oHTTPS together with an SSL Certificate is used to encrypt communication between a Web Browser and
Web Server

e Go to D2L Discussions to respond to Ch 6 Web Server
Configuration and Quizzes to complete the Ch 6 Review
Questions. You have three attempts at the review questions and
your score is the average of all three. Submit your completed
worksheet to the Chapter 6 Assignments folder.
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